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Master in Technopreneurship (MTECH) 2021-2022 Lecture Series
UL Teaching Policy : Hybrid Mode , yet physical presencestrongly encouraged

,! WebEx Link communicated prior to the course over Moodle
,! attendance list to be completed and signed by the students

In this course...
Trusted Computing (TC) Paradigms and Distributed Ledger Technologies (DLT)

Part I (Oct 9, 2021,MSA )
,! Intro and Review of all Underlying Concepts

X Computing Architectures
X Computing Security Challenges and Underlying Concepts (FT, crypto. . . )

,! Trusted Computing (TC) Paradigm: Trusted Platform Module (TPM) [extensive] Overview
Part II (Oct 22, 2021,CSL)

,! Distributed Ledger Technologies (DLTs) and Blockchains
,! Smart Contracts and DApps
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Short CV

Research Scientist at University of Luxembourg(UL)
,! Ph.D Computer Science w. great distinction (2007, INPG/UL)
,! Head, Uni.lu Research Computing and HPC Operations https://hpc.uni/lu

,! Research interests:
X Security, performance of parallel & distributed computing platforms (HPC/Cloud etc.)
X 1012 citations, 4 books, 100 articles in peer-reviewed journals/conf.
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Distributed Ledger Technologies (DLTs)

Ledger

Figure:Extract subscription and action transactions ledger, 1889.

Heart of commercial since writing was invented (5400 BJC) by Summerians
,! collection of transactions o�cially registered (�nancial, administrative)
,! expect non modi�able content (or possibility to detect modi�cations)

X trust guaranteed by a centralized institute (bank, state. . . )

First on clay tablets, then papyrus, then paper
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Distributed Ledger Technologies (DLTs)

Centralized vs. Distributed Ledger Technology
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Distributed Ledger Technologies (DLTs)

Distributed Ledger Technology

Distributed database of transactions
,! Transparent , secured and decentralized

Distributed computing architecture based on P2P deployment model
,! shared across public or private computing network

X each node of the network holds a copy of the ledger
,! consensus ofreplicated, shared, and synchronized digital data geographically

spread across multiple sites, countries, or institutions.
,! no central administrator.
,! immutable records,tamper evident and tamper resistant
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Distributed Ledger Technologies (DLTs)

Distributed Ledger Technology in details

11 Each transaction in the legder is veri�ed
,! cryptographically secured from tampering and revision

22 decentralized ledger management
,! no centralized control nor centralized storage

33 distributed and replicated ledger
,! each partner holds a copy of the ledger
,! each event is stored and veri�able

44 Automatic data synchronization
,! all changes are applied in �real� time
,! pre-de�ned consensus rules for approving transactions on the P2P network and reach a

commonly agreed state of the ledger
X does not mean that all node stores exactlt
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Distributed Ledger Technologies (DLTs)

Distributed Ledger Technology

Distributed ledgers may bepermissioned or permissionless.
,! determines if only approved people (permissioned) or anyone (permissionless) can run a

node to validate transactions
,! several consensus algorithm

X proof of {work, stake, voting systems. . . }

Most well known data structure:
,! Linked list
,! DAG
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Distributed Ledger Technologies (DLTs)

How might a DLT work ?
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Distributed Ledger Technologies (DLTs)

DLT Decentralized Consistency Challenges

11 How to distribute new blocs to implied nodes ?
22 How to validate transactions and more generally blocks ?
33 How to ensure consistency among the multiple copies of the ledger?
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Distributed Ledger Technologies (DLTs)

DLT Decentralized Consistency Challenges

11 How to distribute new blocs to implied nodes ?
22 How to validate transactions and more generally blocks ?
33 How to ensure consistency among the multiple copies of the ledger?

If solved:Decentralized, secured, immutable, auditable distributed, public DB
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Main Blockchains Concepts and Terminology

Blockchains

During 2008 Global Economical crisis:
,! BitCoin A Peer-to-Peer Electronic Cash System (Satoshi Nakamoto)
,! Seminal article forblockchain-based DLT
,! P2P network (Bittorrent etc.)
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During 2008 Global Economical crisis:
,! BitCoin A Peer-to-Peer Electronic Cash System (Satoshi Nakamoto)
,! Seminal article forblockchain-based DLT
,! P2P network (Bittorrent etc.)

Proposed answer toDouble-Spending problem.
,! centralized system: try tosort events (�rst win)

X consensuson sorted order of transactions (timestamped)
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Main Blockchains Concepts and Terminology

Blockchains

During 2008 Global Economical crisis:
,! BitCoin A Peer-to-Peer Electronic Cash System (Satoshi Nakamoto)
,! Seminal article forblockchain-based DLT
,! P2P network (Bittorrent etc.)

Proposed answer toDouble-Spending problem.
,! centralized system: try tosort events (�rst win)

X consensuson sorted order of transactions (timestamped)
,! bitcoin/blockchain:

X Proof of Work on blocs of transactions
,! dynamic ecosystems

X many other technologies
X Ethereum etc.
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Main Blockchains Concepts and Terminology

Blockchains Technology Nowadays

Distributed auditable database
,! public ledger: you can insert, select data, but can't update or delete data
,! timestamped append-only log
,! Secured via cryptography

X Hash functions for tamper resistance and integrity
X Digital signatures for consent

,! network consensus protocol for agreement
Distributed computer :

,! execute digital/smart contracts (Dapps)
Decentralized / Autonomous technology

,! based on p2p (peer-to-peer) technology, cryptology and API
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Main Blockchains Concepts and Terminology

[Abused] Blockchain Terms

Blockchain network : the network in which a blockchain is being used
Blockchain implementation : a speci�c blockchain
Blockchain network user :

,! a person, organization, entity, business, government, etc. which is utilizing the blockchain
network

Node: an individual system within a blockchain network
,! Full node: a node that stores the entire blockchain, ensures transactions are valid

X Publishing node: a full node that also publishes new blocks
,! Lightweight node : a node that does not store or maintain a copy of the blockchain

X MUST pass their transactions to full nodes
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Main Blockchains Concepts and Terminology

Transaction and Blocks

Transaction : interaction between parties (fact).Ex: value transfer
Block: collection of transactions on the bitcoin network gathered into a block

,! blocks are hashed and (expected to be) added to the blockchain

18 / 82
Sebastien Varrette (MTECH - University of Luxembourg) Trusted Computing (TC) Paradigms & Distributed Ledger Technologies (DLTs) - Part II

N

https://marmelab.com/blog/2016/05/12/blockchain-expliquee-aux-developpeurs-web-la-theorie.html


Main Blockchains Concepts and Terminology

Transaction and Blocks

Transaction : interaction between parties (fact).Ex: value transfer
Block: collection of transactions on the bitcoin network gathered into a block

,! blocks are hashed and (expected to be) added to the blockchain

source
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Main Blockchains Concepts and Terminology

Simpli�ed Blockchains
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Main Blockchains Concepts and Terminology

Transactions Example: Cryptocurrency exchange

Transfer of the cryptocurrency between blockchain network users.
,! business-to-business scenarios: recording activities occurring on digital/physical assets

cryptocurrency transaction typically requiresat least Input/Outpuy information, but can
contain more
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Main Blockchains Concepts and Terminology

[Typical] Blocks implementation

Block Header
,! block number (aka block height in some blockchain networks)
,! previous block header's hash value
,! hash representation of the block data (Ex: Merkle tree where the root hash is stored
,! timestamp, block size
,! nonce value (typically used for mining-based blockchain networks): hash puzzle parameter.
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Main Blockchains Concepts and Terminology

[Typical] Blocks implementation

Block Header
,! block number (aka block height in some blockchain networks)
,! previous block header's hash value
,! hash representation of the block data (Ex: Merkle tree where the root hash is stored
,! timestamp, block size
,! nonce value (typically used for mining-based blockchain networks): hash puzzle parameter.

Block Data
,! list of transactions and ledger events included within the block.

[Source : NIST]
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Main Blockchains Concepts and Terminology

Mining

Process by which transactions are veri�ed and added to a blockchain
,! Ex: rolling a dice, double six = win

source
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Main Blockchains Concepts and Terminology

Mining

Process by which transactions are veri�ed and added to a blockchain
,! Ex: rolling a dice, double six = win

source

In a blockchain: [complex and adaptable] puzzle resolution
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Main Blockchains Concepts and Terminology

Mining in a Distributed Environment

Network Miners select transactions from available pools & aggregate them in ablock
,! each selected transactionmust be validated by the miner

X requires proof of the validation should be provided
,! each miner participates toconstant management/monitoring of blockchainconsistency

X checks received blocks as new ones to append on top of the chain, while rejecting invalid ones.
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,! each miner participates toconstant management/monitoring of blockchainconsistency
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External commonly agreed consensus enforces some form of sacri�ce from
,! Avoid DoS / spam of new blocks:creating a new valid block should be di�cult
,! Ex: Proof of Work requires heavy computing ressources
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Main Blockchains Concepts and Terminology

Mining in a Distributed Environment

Network Miners select transactions from available pools & aggregate them in ablock
,! each selected transactionmust be validated by the miner

X requires proof of the validation should be provided
,! each miner participates toconstant management/monitoring of blockchainconsistency

X checks received blocks as new ones to append on top of the chain, while rejecting invalid ones.

External commonly agreed consensus enforces some form of sacri�ce from
,! Avoid DoS / spam of new blocks:creating a new valid block should be di�cult
,! Ex: Proof of Work requires heavy computing ressources

Incentives to mining
,! received crypto-currency as payment for the operations performed.
,! [gas] fees associated to transactions

X auction to decide which transaction to be treated �rst.
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Main Blockchains Concepts and Terminology

Consensus Model

Distributed and mistrusted environment
,! many publishing nodes competing at the same time to publish the next block
,! communication in P2P network arenot instantaneous
,! contributing motivation:

X well-being of the other publishing nodes/global network
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X well-being of the other publishing nodes/global network
X Financial gain: win cryptocurrency and/or transaction fees

Why would you propagate a block that another user is attempting to publish?
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Main Blockchains Concepts and Terminology

Consensus Model

Distributed and mistrusted environment
,! many publishing nodes competing at the same time to publish the next block
,! communication in P2P network arenot instantaneous
,! contributing motivation:

X well-being of the other publishing nodes/global network
X Financial gain: win cryptocurrency and/or transaction fees

Why would you propagate a block that another user is attempting to publish?
,! Answer: consensus models

X enable a group of mutually distrusting users to work together
X commonly agreed and transparent ruleset run by the participating nodes
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Main Blockchains Concepts and Terminology

Ex: Byzantine General Problem (BGP)

n generals position their armiesoutside a besieged city they want to conquer
,! they need to choose the time of their attack!

X victory ONLY occurs if more than half of them attack at the same time!
X coordination and timing is key, otherwise they are outnumbered and will lose the �ght

27 / 82
Sebastien Varrette (MTECH - University of Luxembourg) Trusted Computing (TC) Paradigms & Distributed Ledger Technologies (DLTs) - Part II

N

source

https://medium.com/swlh/bitcoins-proof-of-work-the-problem-of-the-byzantine-generals-33dc4540442


Main Blockchains Concepts and Terminology

Ex: Byzantine General Problem (BGP)

n generals position their armiesoutside a besieged city they want to conquer
,! they need to choose the time of their attack!

X victory ONLY occurs if more than half of them attack at the same time!
X coordination and timing is key, otherwise they are outnumbered and will lose the �ght

,! only communication channel with each other:messengerson horseback
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Ex: Byzantine General Problem (BGP)

n generals position their armiesoutside a besieged city they want to conquer
,! they need to choose the time of their attack!

X victory ONLY occurs if more than half of them attack at the same time!
X coordination and timing is key, otherwise they are outnumbered and will lose the �ght

,! only communication channel with each other:messengerson horseback
X no way of verifying the authenticity of a message
X messages take time:asynchronous communications
X (eventually) messengers may be captured Omission Fault

,! they suspect that some of the generals are disloyal!
X may send out fake messages regarding the time of the attack Cheating Fault
X cannot predict when and how they will try to corrupt the attack Byzantine Fault
X d traitors ' failing / cheating nodes 0 � d < dn

2 e.
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Main Blockchains Concepts and Terminology

Solving Byzantine General Problem (BGP)

Find a strategy (algorithm) allowing at the end of the communication prototol:
,! for loyal generals to agree on a common decision:Attack / Retreat
,! the decision must be valid,

X represents the majority of the answers of the loyal generals despite presence ofd traitors

Loyal generals will apply blindly the strategy / protocol
,! Traitors can behave in a arbitrary manner
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Main Blockchains Concepts and Terminology

Solving Byzantine General Problem (BGP)

Find a strategy (algorithm) allowing at the end of the communication prototol:
,! for loyal generals to agree on a common decision:Attack / Retreat
,! the decision must be valid,

X represents the majority of the answers of the loyal generals despite presence ofd traitors

Loyal generals will apply blindly the strategy / protocol
,! Traitors can behave in a arbitrary manner

Before Bitcoin, BGP was assumed to be practically impossible to overcome.
,! Prior result: BGP can be at most reduced to �commander & lieutenant� problem[Lamport82]

X all lieutenants must act in accordance with the commander's orders, as long as they are loyal
X the problem can only have a solution if more than two-thirds of the generals are loyal
X constructive proof with recursive algorithm tolerating d faults with n � 3n + 1
X additional hypothesis permit to tolerate more faults
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Main Blockchains Concepts and Terminology

Byzantine Fault Tolerance (BFT)

Dependability of a fault-tolerant [distributed] computer system
,! components may fail
,! imperfect information on whether a component has failed
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Byzantine Fault Tolerance (BFT)

Dependability of a fault-tolerant [distributed] computer system
,! components may fail
,! imperfect information on whether a component has failed

BFT Objective :
,! defend against failures of system componentswith or without symptoms that prevent

other components of the system from reaching an agreement among themselves
,! such an agreement is needed for the correct operation of the system.
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Byzantine Fault Tolerance (BFT)

Dependability of a fault-tolerant [distributed] computer system
,! components may fail
,! imperfect information on whether a component has failed

BFT Objective :
,! defend against failures of system componentswith or without symptoms that prevent

other components of the system from reaching an agreement among themselves
,! such an agreement is needed for the correct operation of the system.

One example of BFT in use is bitcoin
,! bitcoin network works in parallel to generate a blockchain
,! Proof-of-Work (PoW) allows the system to overcome Byzantine failures and reach a

coherent global view of the system's state
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Main Blockchains Concepts and Terminology

BGP / BFT in BitCoin

At any time, any general may announce an attack time
The attack time that is �rst heard and is considered the o�cial plan.

,! transmission of a msg. is not immediate : di�erent generals can hear di�erent plans �rst
When a generalreceives a plan, he mustsolve a di�cult puzzle game based on that plan

,! long and tedious task (preferably lasts multiple minutes on average)
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Main Blockchains Concepts and Terminology

BGP / BFT in BitCoin

At any time, any general may announce an attack time
The attack time that is �rst heard and is considered the o�cial plan.

,! transmission of a msg. is not immediate : di�erent generals can hear di�erent plans �rst
When a generalreceives a plan, he mustsolve a di�cult puzzle game based on that plan

,! long and tedious task (preferably lasts multiple minutes on average)
As soon asone of them �nds a solution, he adds it to the plan!

,! this generates a new plan
,! he sends the new plan to the other generals

After that, everyone who hears it begins to expand on this new o�cial plan
,! . . . aka solve a di�cult puzzle game based on the new plan
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Main Blockchains Concepts and Terminology

BGP / BFT in BitCoin

Every general is working on the most frequently expanded planknown to him
,! extend the longest living solution that he has heard until then

After a solution has been expanded multiple times, the attack time contained
in the longest chain of calculations is considered valid

,! required more than half of the calculation capacity of all the generals to create it
X No attacker with less than half the computing power could have produced another chain

of similar length during the same time
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Main Blockchains Concepts and Terminology

BGP / BFT in BitCoin

Every general is working on the most frequently expanded planknown to him
,! extend the longest living solution that he has heard until then

After a solution has been expanded multiple times, the attack time contained
in the longest chain of calculations is considered valid

,! required more than half of the calculation capacity of all the generals to create it
X No attacker with less than half the computing power could have produced another chain

of similar length during the same time

Di�erence Bitcoin vs BGP:
,! BGP: a �nal decision exists thatall nodes agree
,! Bitcoin: no deterministic solution provided: the protocol is highly probabilistic & random

X it guarantees that the decisions will eventually converge, but without setting a �nal date.
X eventually an agreement on the validity of each block takes place with absolute certainty.

,! all transactions in the shorter chain lose their validity from the time the branch out
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Main Blockchains Concepts and Terminology

Back to Consensus Models

Behind every DLT, there is a consensus algorithm
,! No consensus algorithm is perfect
,! evolves in a distributed and volatile environment:

X local state/view of the blockchain may di�er between nodes

Prevent double spending
,! Alice has 10BTC and emit simulteneously 2 transactions to Bob and Eve for 10BTC

Most well know consensus algorithms
,! Proof of Authority (PoA)
,! Proof of Work (PoW)
,! Proof of Stake (PoS)
,! Delegated Proof of Stake (DPOS)
,! Proof of Retrievability (PoR)
,! DAG exploitation (IOTA, Hashgraph))
,! Practical Byzantine Fault Tolerant (PBFT)
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Main Blockchains Concepts and Terminology

Proof of Work (PoW)

Form of cryptographic zero-knowledge proof in which Peggy (P)proves to Victor that a
certain amount of a speci�c computational e�ort has been expended.

,! Victor can verify to subsequently con�rm this expenditure with minimal e�ort

11 interactive : challenge response protocol
,! Peggy (P / Prover) wishes to use a service of Victor (V / Veri�er)

X V generate a puzzle with adjustable di�culty (based on current load, what V knows of
P. . . )

X P works to solve the puzzle and send its proof of work (the answer) to V
X V can verify the solution, if it is correct then V grants / authorize access
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Main Blockchains Concepts and Terminology

Proof of Work (PoW)

Form of cryptographic zero-knowledge proof in which Peggy (P)proves to Victor that a
certain amount of a speci�c computational e�ort has been expended.

,! Victor can verify to subsequently con�rm this expenditure with minimal e�ort

11 interactive : challenge response protocol
,! Peggy (P / Prover) wishes to use a service of Victor (V / Veri�er)

X V generate a puzzle with adjustable di�culty (based on current load, what V knows of
P. . . )

X P works to solve the puzzle and send its proof of work (the answer) to V
X V can verify the solution, if it is correct then V grants / authorize access

22 � passive�: only one messagefrom P to V.
,! must must know in advance the puzzle to solve and di�ers for each requests
,! P sends also the parameters of the puzzle
,! V can verify the solution, if it is correct then V grants / authorize access
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Main Blockchains Concepts and Terminology

PoW Puzzle = Asymetric Problem

Typically the ones at the heart of public key cryptography
,! made (on purpose) easier/possible to solve

Ex 1: Computing square roots (quadratic residue) mod p

Given integerb and a (big) prime numberp, �nd a such thata2 = b mod p
,! In other words: a =

p
b mod p

Finding a is hard for Peggy (P), yet verifyinga2
P = b mod p is easy for Victor (V)

b = 2, p = 7 : �nd a such thata2 = 2 mod 7
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Main Blockchains Concepts and Terminology

PoW Puzzle = Asymetric Problem

Typically the ones at the heart of public key cryptography
,! made (on purpose) easier/possible to solve

Ex 1: Computing square roots (quadratic residue) mod p

Given integerb and a (big) prime numberp, �nd a such thata2 = b mod p
,! In other words: a =

p
b mod p

Finding a is hard for Peggy (P), yet verifyinga2
P = b mod p is easy for Victor (V)

b = 2, p = 7 : �nd a such thata2 = 2 mod 7
,! Answer (Brute force): 3 and 4
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Main Blockchains Concepts and Terminology

PoW Puzzle = Asymetric Problem

Typically the ones at the heart of public key cryptography
,! made (on purpose) easier/possible to solve

Ex 1: Computing square roots (quadratic residue) mod p

Given integerb and a (big) prime numberp, �nd a such thata2 = b mod p
,! In other words: a =

p
b mod p

Finding a is hard for Peggy (P), yet verifyinga2
P = b mod p is easy for Victor (V)

b = 2, p = 7 : �nd a such thata2 = 2 mod 7
,! Answer (Brute force): 3 and 4

b=2, p=113 : �nd a such thata2 = 2 mod 113
,! Answer (Shanks Tonelli): 62
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Main Blockchains Concepts and Terminology

PoW Puzzle = Asymetric Problem

Ex 2: [RSA] integer factorization

Given integern, �nd two prime numbersp and q such thatn = p � q
,! basis for RSA security (p and q are required to �nd � (n))

�nding p, q is hard for Peggy (P), verifyingpP � qP = n is easy for Victor (V)
,! (again) unlike RSA, Victor (V) probably want here to avoid selectingp and q too big

X allows Peggy to �nd it in a reasonable time

n=91 , �nd p and q prime number such thatp � q = 91
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Main Blockchains Concepts and Terminology

PoW Puzzle = Asymetric Problem

Ex 2: [RSA] integer factorization

Given integern, �nd two prime numbersp and q such thatn = p � q
,! basis for RSA security (p and q are required to �nd � (n))

�nding p, q is hard for Peggy (P), verifyingpP � qP = n is easy for Victor (V)
,! (again) unlike RSA, Victor (V) probably want here to avoid selectingp and q too big

X allows Peggy to �nd it in a reasonable time

n=91 , �nd p and q prime number such thatp � q = 91
,! Answer (Brute Force) p=7, q=13
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Main Blockchains Concepts and Terminology

PoW BitCoin Puzzle

Ex 3: HashCash: partial hash function invertion

Let h : X �! I h = f 0; 1gn be a hash function with �ngerprint of sizen bits
,! if h = SHA256 as in bitcoin, n = 256
,! 8x 2 X = f 0; 1g� binary string, y = h(x) 2 I h = f 0; 1gn

,! if h is cryptographic hash function, it should beimpossible in reasonable time to inverse h
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PoW BitCoin Puzzle

Ex 3: HashCash: partial hash function invertion

Let h : X �! I h = f 0; 1gn be a hash function with �ngerprint of sizen bits
,! if h = SHA256 as in bitcoin, n = 256
,! 8x 2 X = f 0; 1g� binary string, y = h(x) 2 I h = f 0; 1gn

,! if h is cryptographic hash function, it should beimpossible in reasonable time to inverse h
X given y, �nd x such that y = h(x) is impossible
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Main Blockchains Concepts and Terminology

PoW BitCoin Puzzle

Ex 3: HashCash: partial hash function invertion

Let h : X �! I h = f 0; 1gn be a hash function with �ngerprint of sizen bits
,! if h = SHA256 as in bitcoin, n = 256
,! 8x 2 X = f 0; 1g� binary string, y = h(x) 2 I h = f 0; 1gn

,! if h is cryptographic hash function, it should beimpossible in reasonable time to inverse h
X given y, �nd x such that y = h(x) is impossible

Objective propose asimpler problem: partial inversion of h
,! Givenk < n, �nd ~x 2 X such that y = h(~x) 2 Z k

X Z k : set of binary string of n bits starting by k zeros
X y 2 Z k ) y = 00 : : : 0| {z }

k times

� � � � : : : � �| {z }
n� k times

kZ k k = ?
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Main Blockchains Concepts and Terminology

PoW BitCoin Puzzle

Ex 3: HashCash: partial hash function invertion

Let h : X �! I h = f 0; 1gn be a hash function with �ngerprint of sizen bits
,! if h = SHA256 as in bitcoin, n = 256
,! 8x 2 X = f 0; 1g� binary string, y = h(x) 2 I h = f 0; 1gn

,! if h is cryptographic hash function, it should beimpossible in reasonable time to inverse h
X given y, �nd x such that y = h(x) is impossible

Objective propose asimpler problem: partial inversion of h
,! Givenk < n, �nd ~x 2 X such that y = h(~x) 2 Z k

X Z k : set of binary string of n bits starting by k zeros
X y 2 Z k ) y = 00 : : : 0| {z }

k times

� � � � : : : � �| {z }
n� k times

kZ k k = 2 n� k
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Main Blockchains Concepts and Terminology

PoW Bitcoin Puzzle

h(x2)x 2

x 1

x 3

h(x3)

h(x1)

X

2k

2n� k
I hZ k

de taille d'empreinte n bits ( n = 256 pour SHA-256)

donc de la forme 00 : : : 0| {z }
k bits

� � � � : : : � �| {z }
n � k bits

Ensemble Z k des 2n � k images commencant par k '0'

Ensemble I h des 2n images d'une fonction de hachage h
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Main Blockchains Concepts and Terminology

PoW Bitcoin Puzzle

kZ k k = 2n� k : the higher isk, the smallest isZ k and the harder is the problem
2k attempts on average to �nd ~x 2 X such thaty = h(~x) 2 Z k

,! assuming �ngerprint distribution is uniform
,! k = 10, 210 = 1024 attempts
,! k = 73 (bitcoin): 273 ' 9; 445� 1021 attempts

choosingk allows toadapt the puzzle di�culty
,! k often called h̀ashing objective'
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PoW Bitcoin Puzzle

kZ k k = 2n� k : the higher isk, the smallest isZ k and the harder is the problem
2k attempts on average to �nd ~x 2 X such thaty = h(~x) 2 Z k

,! assuming �ngerprint distribution is uniform
,! k = 10, 210 = 1024 attempts
,! k = 73 (bitcoin): 273 ' 9; 445� 1021 attempts

choosingk allows toadapt the puzzle di�culty
,! k often called h̀ashing objective'

To make hashcash a valid (passive) PoW:
,! ensuredi�erent puzzles are generated
,! depends on additional parameterp (pre�x)

X Ex: p= 0101 1010 = �Z� in ASCII (Zorro ;)
X illimited choices:

Peggy (mining) cannot pre-compute results
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PoW Bitcoin Puzzle

Example of resolution withp=�blockchain� = 0x626c6f636b63686169y6e, k = 16
Proof of Work for the stringp: �nd �ngerprint such that:

SHA-256("blockchain" kcounter) = 0x0000� 2 Z 16

�Œ�E�O�R�F�N�F�K�D�L�Q�V�• �ˆ ������������������ �ˆ ���� ������ �ˆ �S�D�J�H ���� �ˆ ������

�/�H�V �%�O�R�F�N�F�K�D�L�Q�V �H�Q���� �T�X�H�V�W�L�R�Q�V

�O�D �V�R�O�X�W�L�R�Q �S�U�R�S�R�V�«�H �G�R�L�W �I�D�L�U�H �L�Q�W�H�U�Y�H�Q�L�U �X�Q �F�R�P�S�W�H�X�U�� �V�R�X�Y�H�Q�W �G�H �Y�D�O�H�X�U
�L�Q�L�W�L�D�O�H �D�O�«�D�W�R�L�U�H �� �¢ �F�K�D�T�X�H �H�V�V�D�L�� �F�H �F�R�P�S�W�H�X�U �V�H�U�D �L�Q�F�U�«�P�H�Q�W�«�� �&�H�O�D �S�H�U��
�P�H�W �G�H �m �G�L�V�S�H�U�V�H�U �} �O�H�V �V�R�O�X�W�L�R�Q�V �S�U�R�S�R�V�«�H�V �H�Q �O�H�V �U�H�Q�G�D�Q�W �T�X�D�V�L �X�Q�L�T�X�H�V
�S�R�X�U �F�K�D�T�X�H �P�L�Q�H�X�U��

�&�H�W�W�H �D�S�S�U�R�F�K�H �R�I�I�U�H �X�Q �D�O�J�R�U�L�W�K�P�H �L�W�«�U�D�W�L�I �S�H�U�P�H�W�W�D�Q�W �¢ �F�K�D�F�X�Q �G�H �U�«�V�R�X�G�U�H
�V�D �S�U�R�S�U�H �Y�H�U�V�L�R�Q �G�X �S�X�]�]�O�H�� �H�Q �R�I�I�U�D�Q�W �X�Q �P�R�\�H�Q �V�L�P�S�O�H �G�Š�R�U�J�D�Q�L�V�H�U�X�Q�H �F�R�P��
�S�«�W�L�W�L�R�Q �H�Q�W�U�H �O�H�V �P�L�Q�H�X�U�V��

�3�R�X�U �L�O�O�X�V�W�U�H�U �F�H �S�U�L�Q�F�L�S�H �J�«�Q�«�U�D�O�� �O�Š�H�[�H�P�S�O�H �V�X�L�Y�D�Q�W �H�V�W �S�U�R�S�R�V�«�� �&�R�Q�V�L�G�«��
�U�R�Q�V �O�D �F�K�D�°�Q�H �G�H �F�D�U�D�F�W�ª�U�H�V �Š�E�Š�� �Š�O�Š�� �Š�R�Š�� �Š�F�Š�� �Š�N�Š�� �Š�F�Š�� �Š�K�Š�� �Š�D�Š�� �Š�L�Š�� �Š�Q�Š ���D�X�W�U�H�P�H�Q�W �G�L�W��� 
���[�������F���I�������E�����������������\���H �H�Q �K�H�[�D�G�«�F�L�P�D�O�� �H�W�� �/�D �S�U�H�X�Y�H �G�H �W�U�D�Y�D�L�O
�S�R�X�U �O�D �F�K�D�°�Q�H�F�R�Q�V�L�V�W�H �¢ �W�U�R�X�Y�H�U �X�Q�H �H�P�S�U�H�L�Q�W�H �V�D�W�L�V�I�D�L�V�D�Q�W �O�H�V �F�R�Q�W�U�D�L�Q�W�H�V
�V�X�L�Y�D�Q�W�H�V�� �R�»�G�«�V�L�J�Q�H �W�R�X�M�R�X�U�V �O�D �F�R�Q�F�D�W�«�Q�D�W�L�R�Q �G�H �F�K�D�°�Q�H�V ��

�6�+�$�� ���E�O�R�F�N�F�K�D�L�Q��

�8�Q �P�L�Q�H�X�U �S�U�R�F�ª�G�H �F�R�P�P�H �L�Q�G�L�T�X�« �G�D�Q�V �O�H �W�D�E�O�H�D�X �������� �H�Q �X�W�L�O�L�V�D�Q�W �S�D�U �H�[�H�P�S�O�H
�X�Q �F�R�P�S�W�H�X�U �G�«�F�L�P�D�O�� �L�Q�L�W�L�D�O�L�V�« �¢�H�W �L�Q�F�U�«�P�H�Q�W�« �¢ �F�K�D�T�X�H �W�H�Q�W�D�W�L�Y�H��

�(�V�V�D�L x �6�+�$��256��x�� ���H�Q �K�H�[�D�G�«�F�L�P�D�O���5�«�V�R�O�X�W�L�R�Q

�� �m�E�O�R�F�N�F�K�D�L�Q���} ���[�E�G���������G���H�H�����I�F ������
���������������������D�F�D�E������

!

�� �m�E�O�R�F�N�F�K�D�L�Q���} ���[�G�E���E���F���F�E���H���F�� ������
�����I�E�����G���H�������H���D����

!

�� �m�E�O�R�F�N�F�K�D�L�Q���} ���[���I���������F�G�����������I ������
�I�������I���������������H��������

!

...
...

...
...

������ �m�E�O�R�F�N�F�K�D�L�Q�������} ���[�������D���D���I�I�H���D���� ������
���������E�����������������F�E����

!

...
...

...
...
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Note : only 1042 attempts were required when (on average) 216 = 65 536 was expected
In practice,p and k is known, counter becomes the puzzle solution (nounce)
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Main Blockchains Concepts and Terminology

PoW in Bitcoin

known k = 73 (di�culty at a given time)
known parameterp = H(previous block)k Merkle tree root hashk timestamp)
Peggy (miner) work: Findunknown nounce = ~x 2 X such thaty = h(pk~x) 2 Z k

,! Once the right nonce is found (proof of work), it is placed inside the block,
X calculated hash (signature) is added to the block's header, securing it and its contents

,! signature acts as a sort of blocklock, preventing changes of the transactions stored inside
X changing just one character inside the block would produce a completely di�erent hash!

Source: cryptographics
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Main Blockchains Concepts and Terminology

PoW in Bitcoin

Reaching consensus
,! If Peggy (P) is the 1st node �nding the nonce , it broadcasts the complete block to all
,! Victor (receiving the block) can then verify the work that was done

X check if all transactions in it are valid and not already spent
X hashing the previous hash, merkle tree transactions hash, creation time and the found nonce

should produce the expected correct hash (signature)
,! If it does, Victor considers the block valid and adds it to its copy of the blockchain

X he accept the block and express acceptance bydiscarding any ongoing work and start to
work on top of the new head block

,! If > 50% of the nodes do this, state of consensus reached: the block is de�nitely valid
,! The node (Peggy) that found the nonce will then receive an award (i.e. Bitcoins).

X These rewards provide incentive.
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Main Blockchains Concepts and Terminology

PoW in Bitcoin - Network Running Summary

Source: cryptographics
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Main Blockchains Concepts and Terminology

PoW in Bitcoin - Adjustable Di�culty

Genesis block 0: (Jan 3, 2009) � 10 leading zeros, though only required 8
,! Hash: 000000000019d6689c085ae165831e934ff763ae46a2a6c172b3f1b60a8ce26f

Block 705956(Oct 21, 2021): 19 leading zeros

Hash: 00000000000000000001bed4da615c236b829fd6e961f8d9725e636ace869fcb
Timestamp: 2021-10-21 08:09
Number of Transactions: 2,308
Difficulty: 20,082,460,130,830.84 # compressed form from ' nBits ' field
Merkle root: df13f62efd9bf00acfa6e7b9ea811392f380a0691a8b3e40217db5065e2c0781
Nonce: 1,175,836,772
Transaction Volume: 36811.69120834 BTC
Block Reward; 6.25000000 BTC - Fee Reward: 0.20117973 BTC
[...]

Actual Bitcoin di�culty :
,! Block hash, when interpreted as a 256 bit integer, must be less than the target value.
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Main Blockchains Concepts and Terminology

PoW Limits

Evolution of computing power used worldwidly by bitcoin
,! 2009: you can mine 1 BTC with a workstation in your living room
,! Today: you need a room full of specialized [GPU-accelerated] computers
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) HUGE Network power demand!!!
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Main Blockchains Concepts and Terminology

PoW Limits

Source: Cambridge Bitcoin Electricity Consumption Index
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Main Blockchains Concepts and Terminology

PoW Limits

Source: The New York Times Interactive
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Main Blockchains Concepts and Terminology

PoW Limits

Source: The New York Times Interactive

) Alternative (less power-hungry)
Consensus Models required

([L|D]PoS etc.)
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Main Blockchains Concepts and Terminology

Proof of Stake (PoS)

Proof of participation / ownership: � prove that you own a certain number of coins �
On a PoS blockchain, all coins created in the beginning, and never changeno mining!
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Main Blockchains Concepts and Terminology

Proof of Stake (PoS)

Proof of participation / ownership: � prove that you own a certain number of coins �
On a PoS blockchain, all coins created in the beginning, and never changeno mining!
Nodes (operators) can choose to invest a certain amount of coins (stake) into a deposit

,! Obj: become avalidating node - deposit = Validator pool
,! while these coins are in deposit, they are not spendable
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Main Blockchains Concepts and Terminology

Proof of Stake (PoS)

Proof of participation / ownership: � prove that you own a certain number of coins �
On a PoS blockchain, all coins created in the beginning, and never changeno mining!
Nodes (operators) can choose to invest a certain amount of coins (stake) into a deposit

,! Obj: become avalidating node - deposit = Validator pool
,! while these coins are in deposit, they are not spendable

Lottery : New block added by a randomly picked (staking) validator node
,! all other validator nodes willattest the block (validate it).

source
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Main Blockchains Concepts and Terminology

Proof of Stake (PoS) Consensus Details

The more coins a validator node invests, the higher its stake
,! the higher the chance of winning the `lottery'
,! The winner is determined by the consensus algorithm

X `lottery machine'

Lottery's prize: rights to collect waiting transactions
,! winning validator node creates the new block from them

X embed it with a reference to the preceding block and broadcast it
,! collect the transaction fees

All other validator nodes will verify the transactions inside
,! assess winning validator action
,! add the block to their copy of the blockchain
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Main Blockchains Concepts and Terminology

Proof of Stake (PoS)

PoS providesincentive for good behaviour :
,! any staking node canloose a portion of their stake for bad citizenship

X Ex: going o�ine (failing to validate)
,! any staking node canloose their entire stake for deliberate collusion.

Rewards (coins) are given for creating new blocks and for attesting them,
,! if nodes attest to malicious blocks, they will lose their stake entirely
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Proof of Stake (PoS)

PoS providesincentive for good behaviour :
,! any staking node canloose a portion of their stake for bad citizenship

X Ex: going o�ine (failing to validate)
,! any staking node canloose their entire stake for deliberate collusion.

Rewards (coins) are given for creating new blocks and for attesting them,
,! if nodes attest to malicious blocks, they will lose their stake entirely

No computational-intensive mining : very energy e�cient!
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Main Blockchains Concepts and Terminology

Proof of Stake (PoS)

PoS providesincentive for good behaviour :
,! any staking node canloose a portion of their stake for bad citizenship

X Ex: going o�ine (failing to validate)
,! any staking node canloose their entire stake for deliberate collusion.

Rewards (coins) are given for creating new blocks and for attesting them,
,! if nodes attest to malicious blocks, they will lose their stake entirely

No computational-intensive mining : very energy e�cient!

Used by: Ethereum (Casper), Peercoin, NxtCoin, BlackCoin
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Main Blockchains Concepts and Terminology

Proof of Stake (PoS)

PoS providesincentive for good behaviour :
,! any staking node canloose a portion of their stake for bad citizenship

X Ex: going o�ine (failing to validate)
,! any staking node canloose their entire stake for deliberate collusion.

Rewards (coins) are given for creating new blocks and for attesting them,
,! if nodes attest to malicious blocks, they will lose their stake entirely

No computational-intensive mining : very energy e�cient!

Used by: Ethereum (Casper), Peercoin, NxtCoin, BlackCoin

Di�erent extensions to this model, a�ecting distribution when choosing validators
,! Proof of Hold: the more senior the better
,! Proof of Use/(recent)Activity
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Main Blockchains Concepts and Terminology

Leased Proof-of-Stake (LPoS)

Classical Proof of Stack (PoS) penalizes small/tiny players
,! holders with low amounts of coins are unlikely to ever get the chance to add a block
,! many holders with low amounts of coins will never actively participate in the network

X maintaining consistency is left to a limited number of larger players
X this inadvertently creates unwanted centralization

LPoS: as PoS but uses leasing to provide small holders with an incentive to take part
,! Ex: low holding nodes (D, E, F, G, H)lease their balance tostaking node (B) .

X the leased funds remain in full control of the holder
X increase the staking node's stake, in turn increasing its chance of winning the `lottery'.
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Main Blockchains Concepts and Terminology

Leased Proof-of-Stake (LPoS)

Classical Proof of Stack (PoS) penalizes small/tiny players
,! holders with low amounts of coins are unlikely to ever get the chance to add a block
,! many holders with low amounts of coins will never actively participate in the network

X maintaining consistency is left to a limited number of larger players
X this inadvertently creates unwanted centralization

LPoS: as PoS but uses leasing to provide small holders with an incentive to take part
,! Ex: low holding nodes (D, E, F, G, H)lease their balance tostaking node (B) .

X the leased funds remain in full control of the holder
X increase the staking node's stake, in turn increasing its chance of winning the `lottery'.

Upon Lotery winning, the staking node collects waiting transactions into a block
,! transaction fees are shared (proportionally)

X between staking/leasing node source
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Main Blockchains Concepts and Terminology

Leased Proof-of-Stake (LPoS)

Classical Proof of Stack (PoS) penalizes small/tiny players
,! holders with low amounts of coins are unlikely to ever get the chance to add a block
,! many holders with low amounts of coins will never actively participate in the network

X maintaining consistency is left to a limited number of larger players
X this inadvertently creates unwanted centralization

LPoS: as PoS but uses leasing to provide small holders with an incentive to take part
,! Ex: low holding nodes (D, E, F, G, H)lease their balance tostaking node (B) .

X the leased funds remain in full control of the holder
X increase the staking node's stake, in turn increasing its chance of winning the `lottery'.

Upon Lotery winning, the staking node collects waiting transactions into a block
,! transaction fees are shared (proportionally)

X between staking/leasing node source

Used by: Waves
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Main Blockchains Concepts and Terminology

Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
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Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
,! elected nodes partake in the `lottery', on equal chances
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Main Blockchains Concepts and Terminology

Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
,! elected nodes partake in the `lottery', on equal chances

Holders can also vote on changes to network parameters, ban of suspected delegates etc.
,! giving them greater in�uence and ownership over the network
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Main Blockchains Concepts and Terminology

Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
,! elected nodes partake in the `lottery', on equal chances

Holders can also vote on changes to network parameters, ban of suspected delegates etc.
,! giving them greater in�uence and ownership over the network

Used by: Nano, EOS.io, BitShares
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Main Blockchains Concepts and Terminology

Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
,! elected nodes partake in the `lottery', on equal chances

Holders can also vote on changes to network parameters, ban of suspected delegates etc.
,! giving them greater in�uence and ownership over the network

Used by: Nano, EOS.io, BitShares

Many other consensus models!!!
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DLT Consensus Overview

Source: KPMG 2016
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Main Blockchains Concepts and Terminology

Blockchain Forks

Divergence: creation of an ongoingalternative version of the blockchain
,! creation of two blockssimultaneously on di�erent parts of the network.
,! ! two parallel blockchains, where one of the two is the winning blockchain.

Causes:
,! Block found at the same time
,! Software incompatibility
,! � We [strongly] disagree� split
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Main Blockchains Concepts and Terminology

Soft Forks

Fairly common event on a blockchain
,! happens each time the commonly agreed `rules' to which a block must adhere areupdated

X `old' and `new' blocks will co-exist during the update

A soft fork is backwards compatible: new rules don't break the old ones
,! will most likely not split the blockchain

Source: cryptographics
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Main Blockchains Concepts and Terminology

Hard Fork

Will split the chain into two!
,! large, fundamental change to the system is to be implemented
,! changes the technical characteristics of how the blockchain network operates
,! New blocks will be refused by old nodes since theyviolate the old ruleset

Source: cryptographics
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Main Blockchains Concepts and Terminology

From Money to Crypto Currency

What is a Money?

Generally considered as anobject holding simultaneously 3 functions :
11 Medium of Exchange for assets and services between individuals

22 Value store

33 Unit of Account

Characteristics:
,! Durable
,! Portable
,! Divisible
,! Uniform/Fungible
,! Acceptable
,! Stable - Limited supply - Hard to Counterfeit
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Main Blockchains Concepts and Terminology

From Money to Crypto Currency

Non-Metal Money Sources
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Main Blockchains Concepts and Terminology

From Money to Crypto Currency

Metal Money Sources
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Main Blockchains Concepts and Terminology

From Money to Crypto Currency

Minted Money Sources
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Main Blockchains Concepts and Terminology

From Money to Crypto Currency

Paper Money Sources
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Main Blockchains Concepts and Terminology

From Money to Crypto Currency

Payment Systems:
,! A Method to Amend & Record Changes in Ledgers for Money
,! Ex: Deposits & Negotiable Orders
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Main Blockchains Concepts and Terminology

From Money to Crypto Currency

Fiat currency
,! Social & economic Consensus
,! Represented byCentral Bank liabilities and commercial bank deposits
,! Relies upon system ofledgers integrated into fractional Banking system
,! Accepted for Taxe
,! Notes & coins are legal assets for all debts (public & private)
,! �Unique� tax treatment
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Main Blockchains Concepts and Terminology

From Money to Crypto Currency

What is a Digital Money?

Base function of a money Medium of exchange; Value store;Unit of account

In addition : improves upon the process for monetary transactionsby being:
,! unfalsi�able and tamper-proof
,! impossible to perform double-spending ; auditable to identify fraudster
,! privacy preserving

X weak anonymity : impossible to track who made a transaction
X strong anonymity : as above + cannot know if 2 transactions were done bysame entity

,! censorship-resistant: cannot be controlled by governments or private agencies
Advantage: enable seamless transfer of value & can make transaction costs cheaper
Drawback: volatile to trade and are susceptible to hacks.

All cryptocurrencies are digital currencies ... but not all digital currencies are cryptocurrencies

,! their rise (bitcoin. . . ) is due to the possibility to convert them into standard money
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Digital Wallet

Set of vaults for digital assets (mainly crypto-currencies)
,! access protected by public/private key pair
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Main Blockchains Concepts and Terminology

Digital Wallet

Set of vaults for digital assets (mainly crypto-currencies)
,! access protected by public/private key pair

Crypto-currencies areNOT stored within a wallet
,! decentralized storage on the blockchain
,! YET users must manage and securely store their [identity] vault private keys.

Digital wallet manages the vaults for you and [typically] provides additional features:
,! check account, manage keys, historic of transactions
,! realize transactions and interact with market places
,! create new key pairs

Available Format (from higher to lower security):
,! Hardware (Ex: Ledger Nano S)! Software ! Cloud
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Smart Contracts and DApps

Smart Contracts

�A set of promises, speci�ed in digital form,including protocols,within which
the parties perform on these promises�

Nick Szabo, 1996"Smart Contracts: Building Blocks for Digital Markets" www

Computerprogram intended toautomatically execute , control or document legally
relevant events and actions according to the terms of a contract or an agreement
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Smart Contracts and DApps

Main Smart Contracts Platforms

Blockchain Technology Start Date Market Cap (Oct 2021), Comment

Ethereum 2014 498.21 B US$
Ethereum Classic 2016 7.5 B US$, Created from `DAO' hard fork
EOS 2018 4.66 B US$
NEO 2016 3.25 B US$, China; delegated BFT; supports wider range of code
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Smart Contracts and DApps

Ethereum Characteristics (vs Bitcoin)

BitCoin Ethereum

Design Vision Decentralized Crypto-currency Smart Contract, Decentralized Apps (DApps)
Founder Satoshi Nakamoto (anonymous) Vitalik Buterin et al.
Release Date 2009 2014
Consensus Proof of Work (PoW) PoW, switching to Proof of Stake (v4)
Progamming language n/a General Purpose (Turing Complete), Smart Contract
Currency Bitcoin (BTC) Ether (ETH)
Mining ASIC GPU
Hashrate 140 ExaHash/s 754 ExaHash/s
Pre-sale None ICO, prerelease of 70m ETH
Rewards Per Block 6.25 BTC/block ($416,797.06) ' 2.28 ETH+block ($9679.08)
Fees Voluntary Needed and market based
Market Cap (Oct 2021) 1031.91 B US$ 498.21 B US$
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Smart Contracts and DApps

Example of Smart Contracts

Government Voting
Healthcare

,! ensure patient encoded health record are accessed by only allowed practitionners
Supply Chain
Financial Services / Decentralized Finance (DeFi)
Games
Non Fongible Token (NFT ) Management and Exchange
. . .
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Smart Contracts and DApps

Decentralized Application (DApps) https://dappradar.com/

Applications run on a Decentralized Blockchain Network
,! Generally have a Native Token

Run as a Smart Contract on top of a Platform
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Smart Contracts and DApps

Initial Coin O�erings (ICO) : Crowdsale

Crowdfunding for investment and consumption
,! Proceeds used to build networks
,! Tokens usually issued prior to being functional
,! Development, while open source, is largely centralized
,! Promoters allocate themselves `premined' tokens
,! Tokens are fungible & transferable
,! Scarcity is fostered with preset `Monetary policy'
,! Purchasers anticipate pro�ts through appreciation
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Smart Contracts and DApps

Decentralized Autonomous Organization

DAO : Decentralized Autonomous Organization
,! organization represented by rules encoded as a smart contract

X transparent, auditable, controlled by shareholders and not in�uenced by a central government
,! cannot be stopped nor closed; impossible to manipulate statuses or accounts

Members buy shares in the DAO
,! grant voting power on governance / decision depending on number of shares owned
,! some think it can even replace Democracy and run entire countries. . . . . .
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Smart Contracts and DApps

Decentralized Autonomous Organization

"The DAO" (2016)

May 2016: Largest crowdfunding in history :
,! raised' 150M$ from 11,000 enthusiastic members from ICO
,! DAO's �nancial transaction record and program rules are maintained on a blockchain.

June 2016:' 50 projects pending �nancial support decision from �The DAO�
,! the DAO �hacked� (bug in smart contract) stopped the project

X 3.6 METH (50M$ at the time) �stolen�

Attack mitigation used to split the community
,! possibility left to invalidate a posteriori non-legitimate transaction i�all active nodes

agree on that decision
,! Led to community split and Hard fork of Ethereum blockchain

X o�cial Ethereum (ETH) without the illegitimate funds
X Ethereum Classic (ETC) supported by conservative members thinking the hacker has

done nothing wrong except demonstrating cleverness. . .
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Smart Contracts and DApps

ERC-20 (www)

ERC: Ethereum Request for Comment (20: the number that was assigned to the initial request)

Technical standard used in Ethereum smart contracts for implementingFungible Tokens
,! common list of rules that an Ethereum token has to implement, to provide functionalities to

X transfer tokens
X allow others to transfer tokens on behalf of the token holder

,! allows developers to program how new tokens will function within the Ethereum ecosystem

function name() public view returns (string)
function symbol() public view returns (string)
function decimals() public view returns (uint8)
function totalSupply() public view returns (uint256)
function balanceOf(address _owner) public view returns(uint256 balance)
function transfer(address _to, uint256 _value) public returns (bool success)
function approve(address _spender, uint256 _value) public returns (bool success)
function allowance(address _owner, address _spender) public view returns (uint256 remaining)
function transferFrom(address _from, address _to, uint256 _value) public returns (bool success)
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Smart Contracts and DApps

Creating a new ERC20 token

Ex: UsingOpen Zeppelincontracts
,! try it on Remix for instance

ERC-20 example
ERC-20 Contract Walk-Through
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Conclusion

Blockchain Categorization
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Conclusion

But Do You Need a Blockchain ?

[IACR17] K.Wüst, A.Gervais. � Do you need a blockchain?�; IACR Cryptology ePrint Archive, 2017, 37 pdf
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,! Trusted Computing Group (TCG) and Trusted Platform Module (TPM)

Distributed Ledger Technologies (DLTs) (Basics)
,! Blockchains
,! Consensus Model
,! Smart Contracts and DApps

So many topics not covered... RDV Semester 3

Altcoins
Lightning networks, Sidechains, Layer 2 blockchains
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NFT (Non-Fongible Token)
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Thank you for your attention...

End of Part II - Questions? https://varrette.gforge.uni.lu

Dr. Sebastien Varrette
University of Luxembourg, Belval Campus:
Maison du Nombre, 4th �oor
2, avenue de l'Université
L-4365 Esch-sur-Alzette
mail: sebastien.varrette@uni.lu
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Lecture Resources (@ UL Learning Center and in all good Libraries)
(click for more details) :
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