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Welcome!

Master in Technopreneurship (MTECH) 2021-2022 Lecture Series
UL Teaching Policy : no back to normal, physical presencemandatory

,! WebEx Link communicated over Moodle for justi�ed exceptions
,! attendance list to be completed and signed by the students

In this course...
Distributed Ledger Technologies (DLT) and Non-Fungible Tokens (NFT)

Follow-up past lectures on Semester 2
,! Part I (Oct 9, 2021, MSA ): Trusted Computing (TC) Paradigm
,! Part II (Oct 22, 2021, CSL): Distributed Ledger Technologies (DLTs) and Blockchains

Semester 3- Part III (Mar 11, 2022,CSL)
,! Alternative data structure and usage of Distributed Ledger Technologies
,! Fungible vs. Non Fungible Token

X Technical norms and applications
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Short CV

Research Scientist at University of Luxembourg(UL)
,! Ph.D Computer Science w. great distinction (2007, INPG/UL)
,! Head, Uni.lu Research Computing and HPC Operations https://hpc.uni.lu

,! Research interests:
X Security, performance of parallel & distributed computing platforms (HPC/Cloud etc.)
X 1065 citations, 5 books, 100 articles in peer-reviewed journals/conf.

3 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N

varrette.gforge.uni.lu

http://www.uni.lu
http://hpc.uni.lu
https://hpc.uni.lu
https://varrette.gforge.uni.lu/books/nft/
https://varrette.gforge.uni.lu/books/blockchains/
https://varrette.gforge.uni.lu/books/theorie-des-codes/
https://varrette.gforge.uni.lu/books/foundations-of-coding/index.html
https://varrette.gforge.uni.lu/books/programmation-avancee-c/
https://varrette.gforge.uni.lu


Summary

1 Cryptography TL;DR; (reminder)

2 DLTs and Blockchains TL;DR; (reminder)

3 Exotic blockchains constructions: Altcoins and Graph-based DLTs

4 Alternative usages of Blockchains and DLTs

5 Fungible vs. Non-Fungible Tokens (NFT)

6 Main Non-Fungible Tokens (NFT) Utilization

7 Limits and Scaling Solution to support NFT developments

8 Conclusion
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Cryptography TL;DR; (reminder)

Computing Security Foundations

Cryptology : �Science of Secret� relying on 2 complementary components
11 cryptography : studying and building processes for information encryption

22 cryptanalysis: analyzing (or attacking) ciphertexts to recover the hidden info.
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Cryptography TL;DR; (reminder)

Computing Security Foundations

Cryptology : �Science of Secret� relying on 2 complementary components
11 cryptography : studying and building processes for information encryption

22 cryptanalysis: analyzing (or attacking) ciphertexts to recover the hidden info.

Fundamental relation of cryptography

(
EKe(M) = C
DKd (C) = M
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Cryptography TL;DR; (reminder)

Computing Security Foundations

Cryptology : �Science of Secret� relying on 2 complementary components
11 cryptography : studying and building processes for information encryption

22 cryptanalysis: analyzing (or attacking) ciphertexts to recover the hidden info.

Fundamental relation of cryptography

(
EKe(M) = C
DKd (C) = M

Ke = Kd = K : Symmetric cryptosystem(Ex: AES)

Ke 6= Kd : Asymmetric/Public Key cryptosystem(Ex: RSA)

6 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N

D

E

Clear text

zgk&$qw

Cipher text

Hello!

M C

K e

K d

https://varrette.gforge.uni.lu/books/foundations-of-coding/index.html


Cryptography TL;DR; (reminder)

Public Key Cryptography

Hello
Plaintext

rzh!k
Ciphertext

ALICE BOB

Hello
Plaintext

rzh!k
Ciphertext

Bob's public key

Bob -> Bob's public key

"DIRECTORY"

Encryption

Insecure channel

Bob's private key

Decryption

Ke 6= Kd :
,! Ke is public, published in some kind of directory (certi�cate ) and known by anybody
,! Kd is private only known by Bob
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Cryptography TL;DR; (reminder)

Public Key Cryptography

Hello
Plaintext

rzh!k
Ciphertext

ALICE BOB

Hello
Plaintext

rzh!k
Ciphertext

Bob's public key

Bob -> Bob's public key

"DIRECTORY"

Encryption

Insecure channel

Bob's private key

Decryption

Ke 6= Kd :
,! Ke is public, published in some kind of directory (certi�cate ) and known by anybody
,! Kd is private only known by Bob

Analogy: mail-box
,! anybody can send mail to Bob
,! only Bod can open the mailbox and read it
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Cryptography TL;DR; (reminder)

Cryptography Use Case

Con�dentiality of the information stored or manipulated:
,! using encryption algorithms.
,! preventing unauthorized access to information for non-recipients.
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Cryptography TL;DR; (reminder)

Cryptography Use Case

Con�dentiality of the information stored or manipulated:
,! using encryption algorithms.
,! preventing unauthorized access to information for non-recipients.

Authentication of the protagonists in a communication
,! detect identity theft.
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,! detect identity theft.

Integrity of information stored or manipulated.
,! detect falsi�cation / tampering
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Cryptography TL;DR; (reminder)

Cryptography Use Case

Con�dentiality of the information stored or manipulated:
,! using encryption algorithms.
,! preventing unauthorized access to information for non-recipients.

Authentication of the protagonists in a communication
,! detect identity theft.

Integrity of information stored or manipulated.
,! detect falsi�cation / tampering

Non-repudiation of information
,! auditability (Ex: GDPR compliance)
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Cryptography TL;DR; (reminder)

Cryptographic Hash Functions

Hash Function : H : f 0; 1g� �! f 0; 1gn

,! transforms a stringx of any size into a string of �xed sizen H(x) (�ngerprint )

Hash 
 function

In
pu

t s
tr

in
g

Fingerprint

n bits

Some size

size
Fixed
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,! transforms a stringx of any size into a string of �xed sizen H(x) (�ngerprint )

Hash 
 function
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t s
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g

Fingerprint

n bits

Some size

size
Fixed

Collision: x 6= x0 YET H(x) = H(x0) unavoidable!
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Cryptography TL;DR; (reminder)

Cryptographic Hash Functions

Hash Function : H : f 0; 1g� �! f 0; 1gn

,! transforms a stringx of any size into a string of �xed sizen H(x) (�ngerprint )

Hash 
 function

In
pu

t s
tr

in
g

Fingerprint

n bits

Some size

size
Fixed

Collision: x 6= x0 YET H(x) = H(x0) unavoidable!
Expected properties (outsidee�ciency ):

,! Preimage resistant given y, can not �nd (in reasonable time) somex / y = H(x)
,! Second preimage resistant given x, can not �nd (in reasonable time) x0 6= x / H(x) = H(x)
,! Collision resistant can not �nd (in reasonable time) x and x0 / H(x) = H(x)
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Cryptography TL;DR; (reminder)

Cryptographic Hash Functions

�Œ�E�O�R�F�N�F�K�D�L�Q�V�• �ˆ ������������������ �ˆ ���� ������ �ˆ �S�D�J�H ������ �ˆ ��������

���� �4�X�
�H�V�W���F�H �T�X�
�X�Q�H �I�R�Q�F�W�L�R�Q �G�H �K�D�F�K�D�J�H �F�U�\�S�W�R�J�U�D�S�K�L�T�X�H �"

�)�X�Q�F�W�L�R�Q �6�L�]�H �$�W�W�D�F�N �&�R�O�O�L�V�L�R�Q �&�R�P�S�O�H�[�L�W�\

�I�L�Q�J�H�U�S�U�L�Q�W �%�L�U�W�K�G�D�\ �U�H�V�L�V�W�D�Q�F�H �R�I �W�K�H �D�W�W�D�F�N

�0�'�� ��1992�� 128�E�L�W�V O(264) �%�U�R�N�H�Q �� 2005�� O(224) ��2013��

�+�$�9�$�/ ��1992�� 256�E�L�W�V O(2128) �%�U�R�N�H�Q �� 2004�� O(229)

�6�+�$ ���� ������������ 160�E�L�W�V O(280) �%�U�R�N�H�Q �� 2005�� O(263)

�7�L�J�H�U ��1996�� 192�E�L�W�V O(296) �6�X�U�H

�6�+�$ �������� ��2001�� 256�E�L�W�V O(2128) �6�X�U�H

�:�K�L�U�O�S�R�R�O ��2002�� 512�E�L�W�V O(2256) �6�X�U�H

�E�O�D�N�H ��2008�� 256�E�L�W�V O(2128) �6�X�U�H

�*�U�º�V�W�O ��2008�� 256�E�L�W�V O(2128) �6�X�U�H

�-�+ ��2008�� 256�E�L�W�V O(2128) �6�X�U�H

�6�+�$���� ���.�H�F�F�D�N�� ���������������������� 512 �E�L�W�V O(2256) �6�X�U�H

�6�N�H�L�Q ��2008�� 256�E�L�W�V O(2128) �6�X�U�H

�E�O�D�N�H�� ��2012�� 256�E�L�W�V O(2128) �6�X�U�H

�7�D�E�O�H�D�X �������� �‡ �‹�W�D�W �G�H�V �O�L�H�X�[ �V�X�U �O�D �U�«�V�L�V�W�D�Q�F�H �D�X�[ �F�R�O�O�L�V�L�R�Q�V �S�R�X�U �O�H�V �S�U�L�Q�F�L�S�D�O�H�V

�I�R�Q�F�W�L�R�Q�V �G�H �K�D�F�K�D�J�H��

�(�Q �Q�R�Y�H�P�E�U�H � � � O� H�1�,�6�7 �D �D�Q�Q�R�Q�F�« �X�Q�H �F�R�P�S�«�W�L�W�L�R�Q �S�X�E�O�L�T�X�H �S�R�X�U �G�«�Y�H��

�O�R�S�S�H�U �X�Q�H �Q�R�X�Y�H�O�O�H �I�R�Q�F�W�L�R�Q �G�H �K�D�F�K�D�J�H �F�U�\�S�W�R�J�U�D�S�K�L�T�X�H�� �6�+�$�� �� �S�U�R�M�H�W�V

�I�X�U�H�Q�W �G�«�S�R�V�«�V �S�R�X�U �F�H�W�W�H �F�R�P�S�«�W�L�W�L�R�Q �H�Q �R�F�W�R�E�U�H �� �H�W �D�S�U�ª�V �S�O�X�V�L�H�X�U�V �W�R�X�U�V

�G�Š�«�Y�D�O�X�D�W�L�R�Q�� �I�L�Q�D�O�L�V�W�H�V �I�X�U�H�Q�W �V�H�O�H�F�W�L�R�Q�Q�«�V �H�Q �G�«�F�H�P�E�U�H �� �%�O�D�N�H �� �*�U�º�V�W�O ��

�-�+ �� �.�H�F�F�D�N �H�W �6�N�H�L�Q �� �/�H �F�K�R�L�[ �G�X �V�W�D�Q�G�D�U�G �6�+�$�� ���.�H�F�F�D�N�� �D �«�W�« �U�«�Y�«�O�« �H�Q �R�F��

�W�R�E�U�H �� �H�W �O�H�V �S�D�U�D�P�ª�W�U�H�V �G�«�I�L�Q�L�W�L�I�V �H�Q �D�R�½�W �D�X �V�H�L�Q �G�X �)�H�G�H�U�D�O �,�Q�I�R�U�P�D��

�W�L�R�Q �3�U�R�F�H�V�V�L�Q�J �6�W�D�Q�G�D�U�G�V �� �)�,�3�6 ���� �Q�X�P�«�U�R ��

�8�W�L�O�L�V�D�W�L�R�Q �G�H�V �I�R�Q�F�W�L�R�Q�V �G�H �K�D�F�K�D�J�H �G�D�Q�V �O�H�V �E�O�R�F�N�F�K�D�L�Q�V

�/�D �I�R�Q�F�W�L�R�Q �G�H �K�D�F�K�D�J�H �O�D �S�O�X�V �X�W�L�O�L�V�«�H �G�D�Q�V �O�H�V �W�H�F�K�Q�R�O�R�J�L�H�V �E�O�R�F�N�F�K�D�L�Q �H�V�W

�O�H �V�W�D�Q�G�D�U�G �6�+�$ �D�Y�H�F �X�Q�H �W�D�L�O�O�H �G�Š�H�P�S�U�H�L�Q�W�H �G�H �E�L�W�V�� �S�D�U �H�[�H�P�S�O�H �(�W�K�H�U�H�X�P

�X�W�L�O�L�V�H �6�+�$ �� ���.�H�F�F�D�N�� �� �T�X�D�Q�G �E�L�W�F�R�L�Q ���S�O�X�V �D�Q�F�L�H�Q�� �U�H�S�R�V�H �V�X�U �6�+�$�� ��

�/�D �S�O�X�S�D�U�W �G�H�V �R�U�G�L�Q�D�W�H�X�U�V �V�X�S�S�R�U�W�H �F�H �W�\�S�H �G�Š�D�O�J�R�U�L�W�K�P�H�� �R�S�W�L�P�L�V�« �D�X �Q�L�Y�H�D �X

�P�D�W�«�U�L�H�O �H�W �G�R�Q�F �H�[�W�U�¬�P�H�P�H�Q�W �U�D�S�L�G�H �¢ �F�D�O�F�X�O�H�U ���Y�R�L�U �W�D�E�O�H�D�X �������� ����

�&�H�W�W�H �I�R�Q�F�W�L�R�Q �G�H �K�D�F�K�D�J�H �D �G�R�Q�F �X�Q�H �V�R�U�W�L�H �G�H �F�D�U�D�F�W�ª�U�H�V�� �L�O �\ �D �G�R�Q�F

�� �V�R�L�W

�Y�D�O�H�X�U�V �G�Š�H�P�S�U�H�L�Q�W�H�V �S�R�V�V�L�E�O�H�V��

������
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Cryptography TL;DR; (reminder)

Public Key Signatures and Veri�cation
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Signed document

ALICE
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Private key
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Alice

blablabbla
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Signed document

ALICE

ALICE

Signature

blablabbla
blablabbla

DocumentExtraction 

Signature 
verification algorithm

Public key and private
key generation

Signature function

Response 

Valid signature

Invalid signature
or

Verification function

 
Signature 

algorithmfunction

Hash

Hash

function
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Cryptography TL;DR; (reminder)

Merkle Tree

Data Blocs

Hash(A,B)
Root

Hash(C,D)
A

Hash(E,F)
B

Hash(m1)
C

Hash(m2)
D

Hash(m3)
E

Hash(m4)
F

m1

n

m2

n

m3

n

m4

n
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DLTs and Blockchains TL;DR; (reminder)

Summary

1 Cryptography TL;DR; (reminder)
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DLTs and Blockchains TL;DR; (reminder)

Ledger

Figure:Extract subscription and action transactions ledger, 1889.

Heart of commercial since writing was invented (5400 BJC) by Summerians
,! collection of transactions o�cially registered (�nancial, administrative)
,! expect non modi�able content (or possibility to detect modi�cations)

X trust guaranteed by a centralized institute (bank, state. . . )

First on clay tablets, then papyrus, then paper
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DLTs and Blockchains TL;DR; (reminder)

Distributed Ledger Technology (DLT)

Distributed auditabledatabase of transactions
,! Transparent , secured and decentralized

Distributed computing architecture based on P2P deployment model
,! shared across public or private computing network

X each node of the network holds a copy of the ledger
,! consensus ofreplicated, shared, and synchronized digital data geographically

spread across multiple sites, countries, or institutions.
,! no central administrator: decentralized / autonomous technology
,! immutable records,tamper evident and tamper resistant
,! execute digital/smart contracts (Dapps)
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DLTs and Blockchains TL;DR; (reminder)

Distributed Ledger Technology (DLT)

Distributed ledgers may bepermissioned or permissionless.
,! determines if only approved people (permissioned) or anyone (permissionless) can run a

node to validate transactions
,! several consensus algorithm

X proof of {work, stake, voting systems. . . }

Most well known data structure:
,! Linked list
,! DAG
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DLTs and Blockchains TL;DR; (reminder)

Bitcoins and the advent of Blockchains

During 2008 Global Economical crisis:
,! BitCoin A Peer-to-Peer Electronic Cash System (Satoshi Nakamoto)
,! Seminal article forblockchain-based DLT
,! P2P network (Bittorrent etc.)
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During 2008 Global Economical crisis:
,! BitCoin A Peer-to-Peer Electronic Cash System (Satoshi Nakamoto)
,! Seminal article forblockchain-based DLT
,! P2P network (Bittorrent etc.)

Proposed answer toDouble-Spending problem.
,! centralized system: try tosort events (�rst win)

X consensuson sorted order of transactions (timestamped)
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Bitcoins and the advent of Blockchains

During 2008 Global Economical crisis:
,! BitCoin A Peer-to-Peer Electronic Cash System (Satoshi Nakamoto)
,! Seminal article forblockchain-based DLT
,! P2P network (Bittorrent etc.)

Proposed answer toDouble-Spending problem.
,! centralized system: try tosort events (�rst win)

X consensuson sorted order of transactions (timestamped)
,! bitcoin/blockchain:

X Proof of Work on blocs of transactions
,! dynamic ecosystems

X many other technologies
X Ethereum etc.
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DLTs and Blockchains TL;DR; (reminder)

Transaction and Blocks

Transaction : interaction between parties (fact).
,! Ex: value transfer

Block: collection of transactions
,! gathered into a block
,! blocks are hashed and

(expected to be) added to the blockchain
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DLTs and Blockchains TL;DR; (reminder)

Transactions Example: Cryptocurrency exchange

Transfer of the cryptocurrency between blockchain network users.
,! business-to-business scenarios: recording activities occurring on digital/physical assets

cryptocurrency transaction typically requiresat least Input/Output information,
,! . . . but can contain more
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DLTs and Blockchains TL;DR; (reminder)

Mining

Process by which transactions are veri�ed and added to a blockchain
Network Miners select transactions from available pools & aggregate them in ablock

,! each selected transactionmust be validated by the miner (proof of validation )
,! each miner participates toconstant management/monitoring of blockchainconsistency

X checks received blocks as new ones to append on top of the chain, while rejecting invalid ones.
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Network Miners select transactions from available pools & aggregate them in ablock

,! each selected transactionmust be validated by the miner (proof of validation )
,! each miner participates toconstant management/monitoring of blockchainconsistency

X checks received blocks as new ones to append on top of the chain, while rejecting invalid ones.

Distributed and mistrusted environment
,! many publishing nodes competing at the same time to publish the next block
,! communication in P2P network arenot instantaneous
,! Commonly agreedconsensus modelto decide on which block to add

X enable a group of mutually distrusting users to work together
X commonly agreed and transparent ruleset run by the participating nodes
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Mining

Process by which transactions are veri�ed and added to a blockchain
Network Miners select transactions from available pools & aggregate them in ablock

,! each selected transactionmust be validated by the miner (proof of validation )
,! each miner participates toconstant management/monitoring of blockchainconsistency

X checks received blocks as new ones to append on top of the chain, while rejecting invalid ones.

Distributed and mistrusted environment
,! many publishing nodes competing at the same time to publish the next block
,! communication in P2P network arenot instantaneous
,! Commonly agreedconsensus modelto decide on which block to add

X enable a group of mutually distrusting users to work together
X commonly agreed and transparent ruleset run by the participating nodes

Incentives to mining
,! received crypto-currency as payment for the operations performed.
,! [gas] fees associated to transactions

X auction to decide which transaction to be treated �rst.
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DLTs and Blockchains TL;DR; (reminder)

Consensus Models

Behind every DLT, there is a consensus algorithm
,! No consensus algorithm is perfect
,! evolves in a distributed and volatile environment:

X local state/view of the blockchain may di�er between nodes

Prevent double spending
,! Alice has 10BTC and emit simulteneously 2 transactions to Bob and Eve for 10BTC

Most well known consensus algorithms
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DLTs and Blockchains TL;DR; (reminder)

Consensus Models

Behind every DLT, there is a consensus algorithm
,! No consensus algorithm is perfect
,! evolves in a distributed and volatile environment:

X local state/view of the blockchain may di�er between nodes

Prevent double spending
,! Alice has 10BTC and emit simulteneously 2 transactions to Bob and Eve for 10BTC

Most well known consensus algorithms
,! Proof of Authority (PoA)
,! Proof of Work (PoW)
,! Proof of Stake (PoS)
,! Delegated Proof of Stake (DPOS)
,! Proof of Retrievability (PoR)
,! DAG exploitation (IOTA, Hashgraph))
,! Practical Byzantine Fault Tolerant (PBFT)
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DLTs and Blockchains TL;DR; (reminder)

Proof of Work (PoW)

Form of cryptographic zero-knowledge proof in which Peggy (P)proves to Victor (V)
that a certain amount of a speci�c computational e�ort has been expended.

,! Victor can verify to subsequently con�rm this expenditure with minimal e�ort
,! Asymetric Problem /Puzzle to solve: hard to �nd, easy to check
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Proof of Work (PoW)

Form of cryptographic zero-knowledge proof in which Peggy (P)proves to Victor (V)
that a certain amount of a speci�c computational e�ort has been expended.

,! Victor can verify to subsequently con�rm this expenditure with minimal e�ort
,! Asymetric Problem /Puzzle to solve: hard to �nd, easy to check

PoW in Bitcoin: HashCash (partial hash function invertion }
,! h : X �! I h = f 0; 1gn (h = SHA256)
,! Givenk < n, �nd ~x 2 X such that y = h(~x) 2 Z k

X Z k : set of binary string of n bits starting by k zeros
X Find y 2 Z k ) y = 00 : : : 0| {z }

k times

� � � � : : : � �| {z }
n� k times

kZ k k = ?

22 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N

https://cryptographics.info/cryptographics/blockchain/consensus-mechanisms/proof-of-work/


DLTs and Blockchains TL;DR; (reminder)

Proof of Work (PoW)

Form of cryptographic zero-knowledge proof in which Peggy (P)proves to Victor (V)
that a certain amount of a speci�c computational e�ort has been expended.

,! Victor can verify to subsequently con�rm this expenditure with minimal e�ort
,! Asymetric Problem /Puzzle to solve: hard to �nd, easy to check

PoW in Bitcoin: HashCash (partial hash function invertion }
,! h : X �! I h = f 0; 1gn (h = SHA256)
,! Givenk < n, �nd ~x 2 X such that y = h(~x) 2 Z k

X Z k : set of binary string of n bits starting by k zeros
X Find y 2 Z k ) y = 00 : : : 0| {z }

k times

� � � � : : : � �| {z }
n� k times

kZ k k = 2 n� k

Source: cryptographics

22 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N

https://cryptographics.info/cryptographics/blockchain/consensus-mechanisms/proof-of-work/


DLTs and Blockchains TL;DR; (reminder)

Proof of Work (PoW) in Bitcoin

Reaching consensus
,! If Peggy (P) is the 1st node �nding the nonce , it broadcasts the complete block to all
,! Victor (receiving the block) can then verify the work that was done

X check if all transactions in it are valid and not already spent
X hashing the previous hash, merkle tree transactions hash, creation time and the found nonce

should produce the expected correct hash (signature)
,! If it does, Victor considers the block valid and adds it to its copy of the blockchain

X he accept the block and express acceptance bydiscarding any ongoing work and start to
work on top of the new head block

,! If > 50% of the nodes do this, state of consensus reached: the block is de�nitely valid
,! The node (Peggy) that found the nonce will then receive an award (i.e. Bitcoins).

X These rewards provide incentive.
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DLTs and Blockchains TL;DR; (reminder)

Proof of Work (PoW) in Bitcoin

Network Running Summary

~

Source: cryptographics
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DLTs and Blockchains TL;DR; (reminder)

Proof of Work (PoW) in Ethereum
https://eth.wiki/en/concepts/ethash/ethash

Ethash: designed to be ASIC resistant (memory hard) (Dagger-Hashimoto algorithm)

,! preferring to accommodate GPU-based mining.
Based on aseed which can be computed for each block

,! �nd it by scanning through the block headers up until current point.
From the seed:compute 16 MB pseudorandom cache .

,! Light clients store the cache.
From the cache:generate a (few) GB dataset (DAG) used to mine blocks

,! DAG: Directed Acyclic Graph
,! each item in the DAG depends on only a small number of items from the cache.
,! Full clients and miners store the dataset, which grows linearly with time.
,! Large dataset is updated once every 30000 blocks

X the vast majority of a miner's e�ort will be reading the dataset, not making changes to it

Mining: grabbing random slices of the dataset and hashing them together .
,! Veri�cation can be done with low memory by using the cache

25 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N

https://eth.wiki/en/concepts/ethash/ethash


DLTs and Blockchains TL;DR; (reminder)

Proof of Work (PoW) in Ethereum

26 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N



DLTs and Blockchains TL;DR; (reminder)

Proof of Stake (PoS)

Proof of participation / ownership: � prove that you own a certain number of coins �
On a PoS blockchain, all coins created in the beginning, and never changeno mining!
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Proof of Stake (PoS)

Proof of participation / ownership: � prove that you own a certain number of coins �
On a PoS blockchain, all coins created in the beginning, and never changeno mining!
Nodes (operators) can choose to invest a certain amount of coins (stake) into a deposit

,! Obj: become avalidating node - deposit = Validator pool
,! while these coins are in deposit, they are not spendable
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Proof of Stake (PoS)

Proof of participation / ownership: � prove that you own a certain number of coins �
On a PoS blockchain, all coins created in the beginning, and never changeno mining!
Nodes (operators) can choose to invest a certain amount of coins (stake) into a deposit

,! Obj: become avalidating node - deposit = Validator pool
,! while these coins are in deposit, they are not spendable

Lottery : New block added by a randomly picked (staking) validator node
,! all other validator nodes willattest the block (validate it).

source
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DLTs and Blockchains TL;DR; (reminder)

Proof of Stake (PoS) Consensus Details

The more coins a validator node invests, the higher its stake
,! the higher the chance of winning the `lottery'
,! The winner is determined by the consensus algorithm

X `lottery machine'

Lottery's prize: rights to collect waiting transactions
,! winning validator node creates the new block from them

X embed it with a reference to the preceding block and broadcast it
,! collect the transaction fees

All other validator nodes will verify the transactions inside
,! assess winning validator action
,! add the block to their copy of the blockchain
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DLTs and Blockchains TL;DR; (reminder)

Proof of Stake (PoS)

PoS providesincentive for good behaviour :
,! any staking node canloose a portion of their stake for bad citizenship

X Ex: going o�ine (failing to validate)
,! any staking node canloose their entire stake for deliberate collusion.

Rewards (coins) are given for creating new blocks and for attesting them,
,! if nodes attest to malicious blocks, they will lose their stake entirely
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No computational-intensive mining : very energy e�cient!
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Proof of Stake (PoS)

PoS providesincentive for good behaviour :
,! any staking node canloose a portion of their stake for bad citizenship

X Ex: going o�ine (failing to validate)
,! any staking node canloose their entire stake for deliberate collusion.

Rewards (coins) are given for creating new blocks and for attesting them,
,! if nodes attest to malicious blocks, they will lose their stake entirely

No computational-intensive mining : very energy e�cient!

Used by: Ethereum (Casper), Peercoin, NxtCoin, BlackCoin
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DLTs and Blockchains TL;DR; (reminder)

Proof of Stake (PoS)

PoS providesincentive for good behaviour :
,! any staking node canloose a portion of their stake for bad citizenship

X Ex: going o�ine (failing to validate)
,! any staking node canloose their entire stake for deliberate collusion.

Rewards (coins) are given for creating new blocks and for attesting them,
,! if nodes attest to malicious blocks, they will lose their stake entirely

No computational-intensive mining : very energy e�cient!

Used by: Ethereum (Casper), Peercoin, NxtCoin, BlackCoin

Di�erent extensions to this model, a�ecting distribution when choosing validators
,! Proof of Hold: the more senior the better
,! Proof of Use/(recent)Activity
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DLTs and Blockchains TL;DR; (reminder)

Leased Proof-of-Stake (LPoS)

Classical Proof of Stack (PoS) penalizes small/tiny players
,! holders with low amounts of coins are unlikely to ever get the chance to add a block
,! many holders with low amounts of coins will never actively participate in the network

X maintaining consistency is left to a limited number of larger players
X this inadvertently creates unwanted centralization

LPoS: as PoS but uses leasing to provide small holders with an incentive to take part
,! Ex: low holding nodes (D, E, F, G, H)lease their balance tostaking node (B) .

X the leased funds remain in full control of the holder
X increase the staking node's stake, in turn increasing its chance of winning the `lottery'.
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X this inadvertently creates unwanted centralization

LPoS: as PoS but uses leasing to provide small holders with an incentive to take part
,! Ex: low holding nodes (D, E, F, G, H)lease their balance tostaking node (B) .

X the leased funds remain in full control of the holder
X increase the staking node's stake, in turn increasing its chance of winning the `lottery'.

Upon Lotery winning, the staking node collects waiting transactions into a block
,! transaction fees are shared (proportionally)

X between staking/leasing node source
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Leased Proof-of-Stake (LPoS)

Classical Proof of Stack (PoS) penalizes small/tiny players
,! holders with low amounts of coins are unlikely to ever get the chance to add a block
,! many holders with low amounts of coins will never actively participate in the network

X maintaining consistency is left to a limited number of larger players
X this inadvertently creates unwanted centralization

LPoS: as PoS but uses leasing to provide small holders with an incentive to take part
,! Ex: low holding nodes (D, E, F, G, H)lease their balance tostaking node (B) .

X the leased funds remain in full control of the holder
X increase the staking node's stake, in turn increasing its chance of winning the `lottery'.

Upon Lotery winning, the staking node collects waiting transactions into a block
,! transaction fees are shared (proportionally)

X between staking/leasing node source

Used by: Waves
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DLTs and Blockchains TL;DR; (reminder)

Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
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Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
,! elected nodes partake in the `lottery', on equal chances
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DLTs and Blockchains TL;DR; (reminder)

Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
,! elected nodes partake in the `lottery', on equal chances

Holders can also vote on changes to network parameters, ban of suspected delegates etc.
,! giving them greater in�uence and ownership over the network
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Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
,! elected nodes partake in the `lottery', on equal chances

Holders can also vote on changes to network parameters, ban of suspected delegates etc.
,! giving them greater in�uence and ownership over the network

Used by: Nano, EOS.io, BitShares
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DLTs and Blockchains TL;DR; (reminder)

Delegated Proof of Stake (DPoS)

as LPoS, but coin holders use their balances toelect a list of nodes (delegates)
,! chosenregardless of their balance, typically based on their reputation
,! engagesall coin holders, though it does not reward them directly as in LPoS

All nodes in the networkelect the group of delegates to participate to the `lottery'
,! Votes from nodes with a higher balance will have more weight in the election
,! elected nodes partake in the `lottery', on equal chances

Holders can also vote on changes to network parameters, ban of suspected delegates etc.
,! giving them greater in�uence and ownership over the network

Used by: Nano, EOS.io, BitShares

Many other consensus models!!!
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Blockchain Categorization
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DLTs and Blockchains TL;DR; (reminder)

But Do You Need a Blockchain ?

[IACR17] K.Wüst, A.Gervais. � Do you need a blockchain?�; IACR Cryptology ePrint Archive, 2017, 37 pdf
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Smart Contracts
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Smart Contracts
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Smart Contracts

�A set of promises, speci�ed in digital form,including protocols,within which
the parties perform on these promises�

Nick Szabo, 1996"Smart Contracts: Building Blocks for Digital Markets" www

Computerprogram intended toautomatically execute , control or document legally
relevant events and actions according to the terms of a contract or an agreement
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DLTs and Blockchains TL;DR; (reminder)

Main Smart Contracts Platforms

Blockchain Technology Start Date Market Cap (Oct 2021), Comment

Ethereum 2014 498.21 B US$
Ethereum Classic 2016 7.5 B US$, Created from `DAO' hard fork
EOS 2018 4.66 B US$
NEO 2016 3.25 B US$, China; delegated BFT; supports wider range of code
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DLTs and Blockchains TL;DR; (reminder)

Ethereum Characteristics (vs Bitcoin)

BitCoin Ethereum

Design Vision Decentralized Crypto-currency Smart Contract, Decentralized Apps (DApps)
Founder Satoshi Nakamoto (anonymous) Vitalik Buterin et al.
Release Date 2009 2014
Consensus Proof of Work (PoW) PoW, switching to Proof of Stake (v4)
Progamming language n/a General Purpose (Turing Complete), Smart Contract
Currency Bitcoin (BTC) Ether (ETH)
Mining ASIC GPU
Hashrate 140 ExaHash/s 754 ExaHash/s
Pre-sale None ICO, prerelease of 70m ETH
Rewards Per Block 6.25 BTC/block ($416,797.06) ' 2.28 ETH+block ($9679.08)
Fees Voluntary Needed and market based
Market Cap (Oct 2021) 1031.91 B US$ 498.21 B US$
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DLTs and Blockchains TL;DR; (reminder)

Decentralized Application (DApps) https://dappradar.com/

Applications run on a Decentralized Blockchain Network
,! Generally have a Native Token

Run as a Smart Contract on top of a Platform
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Exotic blockchains constructions: Altcoins and Graph-based DLTs

Crypto-currencies and Altcoins
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2021: ' 6600 cryptocurrencies referenced coinmarketcap.com
,! appearance over time (see above) highlights 4 main categories:

X crappy: quickly detected and disappear
X bitcoin-based: Guncoin (GUN), Potcoin (POT), Rainbowcoins (LGBT). . .
X more useful mining: Primecoin (�nd Cunningham prime chains), Gridcoin (GRC)
X New protocols/consensus models:Peercoin (PoS), NEO (dBFT), iExec, Waves (LPoS),

Steemit (proof of brain). . .
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Exotic blockchains constructions: Altcoins and Graph-based DLTs

Monero (XMR)

Fork (2014) ofBytecoinaiming at privacy-preserving decentralised crypto-currency
,! Untraceability : for every incoming transaction, all possible senders are equally likely.
,! Unlinkability : for any two outgoing transactions, it is impossible to prove that they were

sent to the same person.
Monero relies on CryptoNote protocol � see alsoZero to Monero Whitepaper (PDF)

,! new (one-time ) keys generated everytime a transaction is issued
,! traceablering signature osbcure who is sending/receiving payments

X nobody can track where monero is going, nor see the balance (!)
X traceable ring signature prevents double spending

,! spending assumes [Zero Knowledge range] proofs that BulletProof (non-interactive ZK)

X you are the owner of some asset, without divulging precisely which
X you have enough funds for the transfer without divulging the actual values

,! veri�cation involves:
X checking/validating the soundness of the above proofs
X checking you have not previously spent the outputs you are now trying to spend

,! untracable, variable block size adapted
,! PoW (yet mining by regular CPUs)
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Exotic blockchains constructions: Altcoins and Graph-based DLTs

IOTA

IOTA (2015): DAG based data structure calledTangle
,! more adapted to IoT environment than linear chained-list structure in blockchains
,! G = ( V; E); Validation subgraphG< (I) of vertice I 2 V
,! Tangle: DAG with outdegree 2, no bloc (emitter = veri�er); Winternitz one-time signature
,! Fixed amount of available tokens:3

33� 1
2 = 2 779 530 283 277 761 IOTA
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Exotic blockchains constructions: Altcoins and Graph-based DLTs

IOTA

Source

Adding a transaction:
,! pick randomly 2 tangle tips (yet uncon�rmed) and validate them
,! increase con�dence area andcon�rmation levels
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Exotic blockchains constructions: Altcoins and Graph-based DLTs

Hashgraph

Hashgraph(2016): P2P timestamping, new consensus model (aBFT) to
11 de�ne the order of events

22 agree on precise timestamp of the events
Aim for agreeing on graph state consistency rather than validating transactions
Gossip about Gossip protocol: each node share information on

,! new created transactions (1st gossip)
,! previously heard/received transactions (2nd gossip)
,! the more gossips, the more complete are the information shared

Patented technology, the only authorized ledger isHedera Hashgraph.
,! native cryptocurrency: HBAR.
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Exotic blockchains constructions: Altcoins and Graph-based DLTs

Hashgraph

Ex: gossip synchronization from Bob to Dave
,! �ngerprint of last event created by Dave:S

X self-parent
,! �ngerprint of last event created by Bobbefore sync: O

X other-parent
,! (eventually) add newly created transaction(s)
,! timestamp

aBFT consensus model
,! virtual vote to elect famous events
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Exotic blockchains constructions: Altcoins and Graph-based DLTs

Nano (XRB) (previously RaiBlock)

DAG based over ablock-lattice data structure
,! no mining, based on Blake2 hash function and EdDSA signatures
,! maintain separate account-chain: each transaction contains the account's current balance
,! DPoS Open Representative Voting (ORV) consensus mechanism
,! two [asynchronous] transactions required to send tokens between Alice and Bob

X debit transaction, written and signed on emmitting account-chain (Alice)
X credit transaction, signed by target (Bob) to con�rm the operation
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Exotic blockchains constructions: Altcoins and Graph-based DLTs

Nano (XRB) (previously RaiBlock)

DAG based over ablock-lattice data structure
,! no mining, based on Blake2 hash function and EdDSA signatures
,! maintain separate account-chain: each transaction contains the account's current balance
,! DPoS Open Representative Voting (ORV) consensus mechanism
,! two [asynchronous] transactions required to send tokens between Alice and Bob

X debit transaction, written and signed on emmitting account-chain (Alice)
X credit transaction, signed by target (Bob) to con�rm the operation

Many other Altcoins and Alternative
constructions (Algorand etc.)!!!

See in the abovebook for more details.

45 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N

Compte
(Transac tion dÕouverture)

Alice

Charlie

Dave

Bob

DŽbit

DŽbit

Debit

DŽbit

DŽbit

DŽbit

CrŽdit
+

CrŽdit
+

DŽbit

CrŽdit
+

+!"""  XRB

+!""  XRB

+!""  XRB

+#"  XRB

+$"  XRB

+%""  XRB

+&""  XRB

+!""  XRB

+''  XRB

+%" XRB

+'"  XRB

+!"  XRB

+&("  XRB

+)!  XRB

+!!"  XRB

+$"  XRB

Temps 

Genesis DŽbit CrŽdit
+

+(""  XRB



Alternative usages of Blockchains and DLTs

Summary

1 Cryptography TL;DR; (reminder)

2 DLTs and Blockchains TL;DR; (reminder)

3 Exotic blockchains constructions: Altcoins and Graph-based DLTs

4 Alternative usages of Blockchains and DLTs

5 Fungible vs. Non-Fungible Tokens (NFT)

6 Main Non-Fungible Tokens (NFT) Utilization

7 Limits and Scaling Solution to support NFT developments

8 Conclusion

46 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N



Alternative usages of Blockchains and DLTs

Domain Name Service (DNS)

Domain Name Service: translate IP addresses to domain names
,! Distributed topology, DNS zone/domain delegated to Source of Authority (SOA) servers
,! Robust system existing since 1980's, yetnot secured by default

X the only service always allowed and un�ltered by �rewall

source
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,! Distributed topology, DNS zone/domain delegated to Source of Authority (SOA) servers
,! Robust system existing since 1980's, yetnot secured by default

X the only service always allowed and un�ltered by �rewall

source
commons.wikimedia.org

DNS service used as common vector for cyber attacks
,! DoS / DDoS by cache poisonning (�ooding with false DNS queries, answer interception)
,! Hide network activity in DNS tunnels (useful in airports etc.)
,! redirect organization tra�c to malicious sites
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Alternative usages of Blockchains and DLTs

Securing DNS

2005: Domain Name System Security Extensions (DNSSEC)
,! cryptographic authentication of data, authenticated denial of existence, and data integrity

. . . but not availability or con�dentiality.
X Complementary initiatives: DNS-based Authentication of Named Entitie (DANE)

,! DNSSEC deployment still considered too costly / too complex, over obsolete technologis
X Worldwide validation rate of DNSSEC 32,64% (Mar 2022)
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. . . but not availability or con�dentiality.
X Complementary initiatives: DNS-based Authentication of Named Entitie (DANE)

,! DNSSEC deployment still considered too costly / too complex, over obsolete technologis
X Worldwide validation rate of DNSSEC 32,64% (Mar 2022)

2013: Certi�cate Transparency (CT) - RFC 6962
,! facilitate detection of malicious certi�cates for CA used inhttps protocol
,! �append-only web bulletin board� based on Merkle tree for public consultation

X publicly auditable log of certs

2014: Attack Resilient Public-Key Infrastructure (ARPKI) : pdf
,! PKIX (Public-Key Infrastructure X.509) standard
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Alternative usages of Blockchains and DLTs

Securing DNS at the Blockchain Age

DNSChain: blockchain-based DNS + HTTP server that �xes HTTPS security
,! replacing PKI X[.509] byDecentralized Public Key Infrastructure (DPKI )

X MITM-proof authentication (prevent inception as seen on Apple iMessagein 2014)
X Simple and secure GPG key distribution
X Free SSL certi�cates become possible; prevents DDoS attacks
X Certi�cate revocation that actually works
X DNS-based censorship circumvention (Namecoin)
X Other features: testing suite, rate-limiting, and caching
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,! replacing PKI X[.509] byDecentralized Public Key Infrastructure (DPKI )
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,! Allow to easily integrateNamecoin blockchain:
X Decentralized key/value (k; v) registration and transfer system based on Bitcoin
X Decentralized and Authenticated DNS under .bit domain (key pre�x: d/ )
X Decentralized and Authenticated OpenID with NameID (key pre�x: id/ )
X Transactions are used tobuild the namespace

,! Add [DNS,SSL,whatever] attributes to any registered key
X Ex: k = d/blockchains-en-50-questions.dunod )
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Alternative usages of Blockchains and DLTs

Securing DNS at the Blockchain Age

DNSChain: blockchain-based DNS + HTTP server that �xes HTTPS security
,! replacing PKI X[.509] byDecentralized Public Key Infrastructure (DPKI )

X MITM-proof authentication (prevent inception as seen on Apple iMessagein 2014)
X Simple and secure GPG key distribution
X Free SSL certi�cates become possible; prevents DDoS attacks
X Certi�cate revocation that actually works
X DNS-based censorship circumvention (Namecoin)
X Other features: testing suite, rate-limiting, and caching

,! Allow to easily integrateNamecoin blockchain:
X Decentralized key/value (k; v) registration and transfer system based on Bitcoin
X Decentralized and Authenticated DNS under .bit domain (key pre�x: d/ )
X Decentralized and Authenticated OpenID with NameID (key pre�x: id/ )
X Transactions are used tobuild the namespace

,! Add [DNS,SSL,whatever] attributes to any registered key
X Ex: k = d/blockchains-en-50-questions.dunod )

Other blockchain-based [Directory] initiatives and projects:
,! Stacks project (formallyBlockStack), Emercoin, uPort, Ethereum Name Service (ENS)
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Alternative usages of Blockchains and DLTs

Universal Cryptocurrency & Dividends with Duniter

Duniter : cryptocurrency software, providing the ability tocreate currencies
,! Respect �libre currency� principles de�ned in theRelative Theory of Money (RTM)
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Alternative usages of Blockchains and DLTs

Universal Cryptocurrency & Dividends with Duniter

Duniter : cryptocurrency software, providing the ability tocreate currencies
,! Respect �libre currency� principles de�ned in theRelative Theory of Money (RTM)
,! Any member is an equal co-producer of the money

X without doing anything, just for being a part of the monetary Community
X equality ensured in both space and time: newcomers won't be excluded from the money

production
,! Every member regularly receives aUniversal Dividend

X monetary Basic Income coming from new money directly issued by members and to members
,! Any member needs signatures from other members

X required to join in or simply stay in the Community
X Every member isstrongly identi�ed through a Web of Trust (WoT) mechanism

,! energy e�cient consensus model yet NOT PoS (considered as �power by the richest�)
X �G1: graph of certi�ed identity
X PoW yet with individualized and personalized challenge di�culty thanks to WoT
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Alternative usages of Blockchains and DLTs

Universal Cryptocurrency & Dividends with Duniter

Duniter : cryptocurrency software, providing the ability tocreate currencies
,! Respect �libre currency� principles de�ned in theRelative Theory of Money (RTM)
,! Any member is an equal co-producer of the money

X without doing anything, just for being a part of the monetary Community
X equality ensured in both space and time: newcomers won't be excluded from the money

production
,! Every member regularly receives aUniversal Dividend

X monetary Basic Income coming from new money directly issued by members and to members
,! Any member needs signatures from other members

X required to join in or simply stay in the Community
X Every member isstrongly identi�ed through a Web of Trust (WoT) mechanism

,! energy e�cient consensus model yet NOT PoS (considered as �power by the richest�)
X �G1: graph of certi�ed identity
X PoW yet with individualized and personalized challenge di�culty thanks to WoT

Duniter market place:�Gannounce, �GChange
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Alternative usages of Blockchains and DLTs

Decentralized Autonomous Organization (DAO)

DAO : Decentralized Autonomous Organization
,! governance represented by rules encoded as a smart contract

X transparent, auditable, controlled by shareholders and not in�uenced by a central government
,! cannot be stopped nor closed; impossible to manipulate statuses or accounts

Members buy shares in the DAO
,! grant voting power on governance / decision depending on number of shares owned
,! some think it can even replace Democracy and run entire countries. . . . . .

Crowdfunding throughInitial Coin O�erings (ICO) / Security Token O�ering (STO)
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Alternative usages of Blockchains and DLTs

Decentralized Autonomous Organization (DAO)

DAO : Decentralized Autonomous Organization
,! governance represented by rules encoded as a smart contract

X transparent, auditable, controlled by shareholders and not in�uenced by a central government
,! cannot be stopped nor closed; impossible to manipulate statuses or accounts

Members buy shares in the DAO
,! grant voting power on governance / decision depending on number of shares owned
,! some think it can even replace Democracy and run entire countries. . . . . .

Crowdfunding throughInitial Coin O�erings (ICO) / Security Token O�ering (STO)

TheDAO exploit (2016) leading to Ethereum Classic Fork does not impede the potential
,! . . . now used for Decentralized Finance (DeFi)
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Alternative usages of Blockchains and DLTs

Decentralized Finance (DeFi)

Global, open alternative to the current �nancial system
,! relies on smart contracts, governance tokens and DApps

DeFi Traditional Finance

You hold your money Your money is held by companies
You control your money mouvements You have to trust companies not to mismanage your money
Transfers of funds happen in minutes Payments can take days due to manual processes
Transaction activity is pseudonymous Financial activity is tightly coupled with your identity
DeFi is open to anyone You must apply to use �nancial services
Auditable, built on transparency Financial institutions are closed books:
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Alternative usages of Blockchains and DLTs

Decentralized Finance (DeFi) Use Cases

source
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Alternative usages of Blockchains and DLTs

Decentralized Finance (DeFi) Use Cases

Decentralized Exchanges (DEX)
,! direct P2P cryptocurrency transactions, relying on self-executing smart contracts to

facilitate trading.
X allows for instantaneous trades,
X often at a lower cost than on CEXs.

,! Ex Swap DEX:UniSwap; DEX aggregator: DeversiFi. . .
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Alternative usages of Blockchains and DLTs

Decentralized Finance (DeFi) Use Cases

Decentralized Exchanges (DEX)
,! direct P2P cryptocurrency transactions, relying on self-executing smart contracts to

facilitate trading.
X allows for instantaneous trades,
X often at a lower cost than on CEXs.

,! Ex Swap DEX:UniSwap; DEX aggregator: DeversiFi. . .

Derivatives Trading
,! derivative product standardIFRS 9
,! allow to trade tokenized derivatives using smart contracts, without the need for a third

party.
X Any �nancial product like options, futures, and collateralized loans can be a derivative
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Alternative usages of Blockchains and DLTs

Decentralized Finance (DeFi) Use Cases

DecentralizedLending Platforms
,! borrowers have to provide enough collateral to deposit in a smart contract
,! Ex: Aave, Compoundor Alchemix
,! Guaranteed vs Flash Loans vs collateral swap

X Flash loan: assets borrowed and repaid within a single transaction
,! Beware of malicious exploitation of �ash loan smart contracts bugs

X Ex: PancakeBunny protocol attack (Mai 2021)
X BUNNY tokens tanked by 96% (from $220 to around $10) within a day
X After repaying the �ash loans, the hacker was left with 114 631BNB (' $45 million $).
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Alternative usages of Blockchains and DLTs

Decentralized Finance (DeFi) Use Cases

Stablecoins: type of cryptocurrency that holds a stable price,
,! usually tied to a non-crypto asset, like the dollar or euro.
,! created in response to crypto market's volatile nature
,! act as funds for DeFi projects

X Fiat-backed or collateralized stablecoins
X Commodity-backed stablecoins or Cryptocurrency-backed stablecoins
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Decentralized Finance (DeFi) Use Cases

Stablecoins: type of cryptocurrency that holds a stable price,
,! usually tied to a non-crypto asset, like the dollar or euro.
,! created in response to crypto market's volatile nature
,! act as funds for DeFi projects

X Fiat-backed or collateralized stablecoins
X Commodity-backed stablecoins or Cryptocurrency-backed stablecoins

Decentralized Custodian services
,! store private keys, approve, and sign transactions
,! interact directly with broker/dealers and exchanges to facilitate transactions for fund

managers
,! Custodial platform: CoinBase, Binance
,! Non-custodial
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Alternative usages of Blockchains and DLTs

Decentralized Finance (DeFi) Use Cases

Stablecoins: type of cryptocurrency that holds a stable price,
,! usually tied to a non-crypto asset, like the dollar or euro.
,! created in response to crypto market's volatile nature
,! act as funds for DeFi projects

X Fiat-backed or collateralized stablecoins
X Commodity-backed stablecoins or Cryptocurrency-backed stablecoins

Decentralized Custodian services
,! store private keys, approve, and sign transactions
,! interact directly with broker/dealers and exchanges to facilitate transactions for fund

managers
,! Custodial platform: CoinBase, Binance
,! Non-custodial

Decentralized Payment
,! facilitate transactions for users not registered on traditional banking systems
,! Ex: Request Network
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Fungible vs. Non-Fungible Tokens (NFT)

Summary

1 Cryptography TL;DR; (reminder)

2 DLTs and Blockchains TL;DR; (reminder)

3 Exotic blockchains constructions: Altcoins and Graph-based DLTs

4 Alternative usages of Blockchains and DLTs

5 Fungible vs. Non-Fungible Tokens (NFT)

6 Main Non-Fungible Tokens (NFT) Utilization

7 Limits and Scaling Solution to support NFT developments

8 Conclusion
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Fungible vs. Non-Fungible Tokens (NFT)

Coins vs Tokens

Digital Coin : asset that isnative to its own blockchain .
,! Ex: Bitcoin, Litecoin, Ether, NEO
,! Transactions of digital coins can be made from one person to another

X no physical move
,! Generally used in the same way as a real-life coin is � asmoney

X to transfer money (you can give and receive value using them)
X As a store of value (they can be saved and later swapped for something useful)
X As a unit of account (you can price goods or services in them)
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Fungible vs. Non-Fungible Tokens (NFT)

Coins vs Tokens

Digital Coin : asset that isnative to its own blockchain .
,! Ex: Bitcoin, Litecoin, Ether, NEO
,! Transactions of digital coins can be made from one person to another

X no physical move
,! Generally used in the same way as a real-life coin is � asmoney

X to transfer money (you can give and receive value using them)
X As a store of value (they can be saved and later swapped for something useful)
X As a unit of account (you can price goods or services in them)

Digital Token : assets (non-native ) created on existing blockchains
,! facilitated by smart contract developments

X explains why most tokens are de�ned over Ethereum
,! inherits from supporting blockchain capabilities and security
,! Most tokens exist to be used with decentralized applications (DApps)

X serves a speci�c purpose that makes sense within the DApp ecosystem
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Fungible vs. Non-Fungible Tokens (NFT)

Fungible vs. Non Fungible Tokens (NFT)

Fungible Tokens
,! assets which areidentical and similar in nature, quantity and functionality

X Ex: Fiat currency (Euro, Dollar), Cryptocurrency (Bitcoin, Ether)
,! can be fractionalised, divided, split or even exchanged;

X it does not change its value
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Fungible vs. Non-Fungible Tokens (NFT)

Fungible vs. Non Fungible Tokens (NFT)

Fungible Tokens
,! assets which areidentical and similar in nature, quantity and functionality

X Ex: Fiat currency (Euro, Dollar), Cryptocurrency (Bitcoin, Ether)
,! can be fractionalised, divided, split or even exchanged;

X it does not change its value

Non-Fungible Tokens (NFT)
,! unique assets which areunique in nature and arenot similar to any other type of NFT

X � unique en son genre�
,! cannot be divisible, split or exchanged

X NFTs represent a whole entity and cannot be sub-divided into multiple pieces.as easily as
Fungible Tokens

,! used to represent reproducible digital objects as unique elments
X certi�cate of property/ownership
X each token has a unique ID
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Fungible vs. Non-Fungible Tokens (NFT)

Fungible vs. Non Fungible Tokens (NFT)

source
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Fungible vs. Non-Fungible Tokens (NFT)

The �First� NFT

NFT term introduced in 2017
,! . . . yet designating a digital object with an ownership certi�cate started in 2014
,! Kevin Mc Coy: Quantum -video

Certi�cate of ownershipde�ned on NameCoin on Mai 3, 2014in block #174923
,! open �Name Operations�
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Fungible vs. Non-Fungible Tokens (NFT)

The �First� NFT

First entry (K. Mc Coy): https://nmc.tokenview.com/en/block/174923
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Fungible vs. Non-Fungible Tokens (NFT)

The �First� NFT

As per NameCoin protocol: entry expire after 36000 blocs if not renewed (paid)
,! K. Mc Coy did not renew the entry
,! on Apr. 30, 2021,@EarlyNFTregistered the name for him with the original message

X https://nmc.tokenview.com/en/block/556942
X certify that @EarlyNFTtakes ownership of the domain name
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Fungible vs. Non-Fungible Tokens (NFT)

The �First� NFT

Later on, Sotheby'sproposed for auctionfor the digital art piece �Quantum�
,! minted as an ERC-721 token on May 28, 2021 by the artist
,! sold on June 10, 2021 by Sotheby's
,! complementary messages left onJune 7, 2021on NameCoin by@EarlyNFT, completed on

June 14, 2021:
[June 7, 2021] Block 562392
**An authorized print of this original NFT, entitled "Quantum" by Kevin McCoy, is currently being
auctioned off by Sotheby's. Good Luck to all the bidders.**

[June 14, 2021] Block 563353
This original NFT, entitled "Quantum" by Kevin McCoy and minted on May 2, 2014, is currently held by the person
who controls the Twitter handle @EarlyNFT. Please direct message all inquires about the artwork there.
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Fungible vs. Non-Fungible Tokens (NFT)

The �First� NFT

Later on, Sotheby'sproposed for auctionfor the digital art piece �Quantum�
,! minted as an ERC-721 token on May 28, 2021 by the artist
,! sold on June 10, 2021 by Sotheby's
,! complementary messages left onJune 7, 2021on NameCoin by@EarlyNFT, completed on

June 14, 2021:
[June 7, 2021] Block 562392
**An authorized print of this original NFT, entitled "Quantum" by Kevin McCoy, is currently being
auctioned off by Sotheby's. Good Luck to all the bidders.**

[June 14, 2021] Block 563353
This original NFT, entitled "Quantum" by Kevin McCoy and minted on May 2, 2014, is currently held by the person
who controls the Twitter handle @EarlyNFT. Please direct message all inquires about the artwork there.

Auction completed insmart contractand bene�tted to the artist having created the object
,! may be considered as a theft from@EarlyNFTpoint of view
,! Highlights limist of using NameCoin as framework for digital ownership certi�cation

X now better handled with proper technical speci�cations and standards like ERC-721
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Fungible vs. Non-Fungible Tokens (NFT)

The �First� NFT

2015: Etheria (Ethereum DevCon 1 conference project)
,! 457 hexagonal bricks within a virtual map that can be acquired by attendes
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Fungible vs. Non-Fungible Tokens (NFT)

The �First� NFT

2015: Etheria (Ethereum DevCon 1 conference project)
,! 457 hexagonal bricks within a virtual map that can be acquired by attendes

2017: CryptoPunks(10000 unique avatars)
,! inspired and de�ned as ERC-721 tokens
,! generally considered as the real �rst NFTs on Ethereum
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Fungible vs. Non-Fungible Tokens (NFT)

ERC: Ethereum Technical Norms

ERC: Ethereum Request for Comment
ERC-20: (20: the number that was assigned to the initial request)

,! Technical standard used in Ethereum smart contracts for implementingFungible Tokens
,! Proposed on Nov 2015
,! common list of rules that an Ethereum token has to implement, to provide functionalities to

X transfer tokens
X get the current token balance of an account
X get the total supply of the token available on the network
X allow others to transfer tokens on behalf of the token holder
X approve whether an amount of token from an account can be spent by a third-party account

,! allows developers to program how new tokens will function within the Ethereum ecosystem
Many more standards (some covered later):

,! ERC-721(NFT )
,! ERC-777(New standard for Fungible Tokens ), backwards compatible with ERC20
,! ERC-1155(Hybride Multi-Token ) etc.
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Fungible vs. Non-Fungible Tokens (NFT)

ERC-20 Methods and Events

function name() public view returns ( string ) // optional
function symbol() public view returns ( string ) // optional
function decimals () public view returns ( uint8 ) // optional

function totalSupply () public view returns ( uint256 )
function balanceOf ( address _owner) public view returns ( uint256 balance )
function transfer ( address _to , uint256 _value ) public returns ( bool success )
function approve( address _spender , uint256 _value ) public returns ( bool success )
function allowance ( address _owner,

address _spender ) public view returns ( uint256 remaining )
function transferFrom ( address _from ,

address _to , uint256 _value ) public returns ( bool success )

event Transfer ( address indexed _from , address indexed _to , uint256 _value )
event Approval ( address indexed _owner , address indexed _spender , uint256 _value )
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Fungible vs. Non-Fungible Tokens (NFT)

Solidity Nomenclature

Solidity language speci�cation close to Java/Javascript
,! A public function can be accessed outside of the contract itself
,! view basically means constant,

X the contract's internal state will not be changed by the function
,! Event is Solidity's way of allowing clients (e.g. your application) frontend to be noti�ed on

speci�c occurrences within the contract
,! mapping creates a key-pair map

Bitcoin as ERC-20 Token

name() would return �bitcoin�;
symbol() would return �BTC�;
decimals() would return 8 since 1 BTC = 10 000 000 satoshis

,! i.e. 1 satoshi = 10� 8 BTC
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Fungible vs. Non-Fungible Tokens (NFT)

ERC-721 Technical Standard for NFT

ERC-721:
,! Technical standard used in Ethereum smart contracts for implementingNFT
,! Proposed on Jan 2018
,! common list of rules that an Ethereum token has to implement, to provide functionalities to

X check amount of token owned by a user
X get current owner address for a given NFT (identi�ed by its tokenId )
X transfer and appprove (single) tokens movement
X check NFT ownership

,! All NFTs have auint256 variable calledtokenId
X any ERC-721 Contract, the pair contract address, uint256 tokenId MUST be globally

unique.
,! allows developers to program how new tokens will function within the Ethereum ecosystem
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Fungible vs. Non-Fungible Tokens (NFT)

ERC-721 Methods and Events

function balanceOf ( address _owner) external view returns ( uint256 );
function ownerOf( uint256 _tokenId ) external view returns ( address );
function safeTransferFrom ( address _from , address _to , uint256 _tokenId ,

bytes data ) external payable ;
function safeTransferFrom ( address _from , address _to , uint256 _tokenId ) external payable ;
function transferFrom ( address _from , address _to , uint256 _tokenId ) external payable ;
function approve( address _approved , uint256 _tokenId ) external payable ;
function setApprovalForAll ( address _operator , bool _approved ) external ;
function getApproved ( uint256 _tokenId ) external view returns ( address );
function isApprovedForAll ( address _owner, address _operator ) external view returns ( bool );

event Transfer ( address indexed _from , address indexed _to , uint256 indexed _tokenId );
event Approval ( address indexed _owner , address indexed _approved , uint256 indexed _tokenId );
event ApprovalForAll ( address indexed _owner , address indexed _operator , bool _approved );
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Fungible vs. Non-Fungible Tokens (NFT)

ERC-721 Interaction

If Bob wants to transfer en ERC-721 token to Alice
,! transferFrom(BobAddr, AliceAddr, ID)

If Bob wants to transfer en ERC-721 token to smart contract<contractname>
,! safeTransferFrom(BobAddr, contractnameAddr, ID)
,! the smart contract <contractname> MUST be able toacknowledge a token transfer * it

MUST implement anERC721TokenReceiverinterface and the method
onERC721Received(...) * allows the contract to update its state and (eventually) take
action from Bob's transfer
. . . then acknowledge the readyness for token transfer

,! if the acknowledgment is not received,safeTransferFrom cancel the transaction.
Optional interfaceERC721Metadata

,! allows to add other metadata details to your ERC721 NFTs
Other (optional) interface:ERC721Enumerable(explore available tokens)
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Fungible vs. Non-Fungible Tokens (NFT)

ERC-1155 Technical Standard for Hybrid Tokens

ERC-1155:
,! Technical standard used in Ethereum smart contracts for implementingHybrid Tokens
,! Proposed on Jun 2018
,! can represent and control any number of fungible and non-fungible token types

X same functions as an ERC-20 and ERC-721 token
X more e�cient interfaces

,! ERC-1155 functions and features
X Batch Transfer: Transfer multiple assets in a single call.
X Batch Balance: Get the balances of multiple assets in a single call.
X Batch Approval: Approve all tokens to an address.
X Hooks: Receive tokens hook.
X NFT Support: If supply is only 1, treat it as NFT.
X Safe Transfer Rules: Set of rules for secure transfer.
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Fungible vs. Non-Fungible Tokens (NFT)

Smart Contract/ERC Development Environment

Guidelines for Setting up your local environment
,! Ex: HardHat, Tru�e or Remix
,! Recommended:Remix IDE - seehttps://remix-ide.readthedocs.io

X Open source web and desktop application
X Fast development cycle with rich set of plugins with intuitive GUIs
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Fungible vs. Non-Fungible Tokens (NFT)

Smart Contract/ERC Development Environment

# Mac OS
brew install solidity # solc compiler
brew install ethereum # EVM ecosystem
brew cask install remix-ide

Typical [minimal] code layout (under Git-[�ow]-enabled repository)

.
+-- MtechToken.sol # Smart Contract Solidity file
+-- Makefile
+-- artifacts/ # artifacts directory
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Fungible vs. Non-Fungible Tokens (NFT)

Manual compilation with make (Personal GNU Make�le con�g example)

ARTIFACTS_DIR= artifacts
EVM_VERSION= london
SOLC= $(shell which solc)
SOLCFLAGS= \

-o $( ARTIFACTS_DIR) \
--evm-version $( EVM_VERSION) \
--bin --metadata \
--overwrite \
--abi --ast-compact-json --asm-json # --optimize

# Sources
SRC_SOLIDITY= $(wildcard *.sol)
SRC = $(SRC_SOLIDITY)
# Destination
DST_BIN = $(SRC_SOLIDITY: %.sol =$( ARTIFACTS_DIR) /%.bin )
DST_ABI = $(SRC_SOLIDITY: %.sol =$( ARTIFACTS_DIR) /%.abi )
DST_META= $(SRC_SOLIDITY: %.sol =$( ARTIFACTS_DIR) /%_meta.json )
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Fungible vs. Non-Fungible Tokens (NFT)

Manual compilation with make (Personal GNU Make�le con�g example)

TARGETS= $(DST_BIN)
###########################################
.PHONY:all clean

all: $( TARGETS)
$(ARTIFACTS_DIR)/%.bin: %.sol

$( SOLC) $( SOLCFLAGS) $<

clean:
@if [ -n "$( ARTIFACTS_DIR)" ] && [ -d "$( ARTIFACTS_DIR)" ]; then \

echo "=> cleaning Artifact(s)" ; \
rm -rf $( ARTIFACTS_DIR) /*; \

fi
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Fungible vs. Non-Fungible Tokens (NFT)

Manual compilation with make (Personal GNU Make�le con�g example)

TARGETS= $(DST_BIN)
###########################################
.PHONY:all clean

all: $( TARGETS)
$(ARTIFACTS_DIR)/%.bin: %.sol

$( SOLC) $( SOLCFLAGS) $<

clean:
@if [ -n "$( ARTIFACTS_DIR)" ] && [ -d "$( ARTIFACTS_DIR)" ]; then \

echo "=> cleaning Artifact(s)" ; \
rm -rf $( ARTIFACTS_DIR) /*; \

fi

$ make
solc -o artifacts --evm-version london --bin --metadata --overwrite --abi --ast-compact-json --asm-json
Compiler run successful. Artifact ( s) can be found in directory "artifacts" .
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Fungible vs. Non-Fungible Tokens (NFT)

Compilation with Remix IDE

SelectSolidity icon on the left
,! select compiler, (eventually) tick `Auto-compile'
,! Select the good contract and hit �Compile�

77 / 114
Sebastien Varrette (MTECH - University of Luxembourg) Distributed Ledger Technologies & Non Fungible Tokens (NFT)

N



Fungible vs. Non-Fungible Tokens (NFT)

Deploy with Remix IDE

SelectEthereum icon on the left
,! Select [testing] blockchain environment
,! Select the good contract and hit �Deploy�
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Fungible vs. Non-Fungible Tokens (NFT)

Solidity Compilation Artifacts

Generated when you compile Solidity contracts<contractname>*.json
,! JSON �les ( link to the libraries, the bytecode, metadata from the output of Solidity

compilation)
Assembly output (ASM)
Contract Application Binary Interface (ABI)<contractname>.abi

,! standard way to interact with contracts in the Ethereum ecosystem
,! both from outside the blockchain and for contract-to-contract interaction.

Output [optimized] EVM bytecode<contractname>.bin
,! Solidity docs about Optimizer options

Other useful development tools:
,! Prettier plugin for automatically formatting your Solidity code
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Fungible vs. Non-Fungible Tokens (NFT)

ERC Token Development with OpenZeppelin

DO NOT Reinvent the Wheel!!
,! Secured Development Kit proposed byOpenZeppelin https://openzeppelin.com

X Open Source, Community e�ort, Continuous Secure Code auditing (Defender)
X Wizard for code generator: https://wizard.openzeppelin.com

,! Many templates for all tokens https://github.com/OpenZeppelin/openzeppelin-contracts

X used in ' 3000 blockchains projects in 2021

pragma solidity � 0.8.0 ;
import "@openzeppelin/contracts/token/ERC20/ERC20.sol";
// OR
import "@openzeppelin/contracts/token/ERC721/ERC721.sol";
// OR
import "@openzeppelin/contracts/token/ERC1155/ERC1155.sol";

contract <name> is ERC<N> {
// [...]

}
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Fungible vs. Non-Fungible Tokens (NFT)

Example: Creating a new ERC-20 token

UsingOpen Zeppelincontracts

// SPDX-License-Identifier: GPL-3.0
pragma solidity � 0.8.0 ;

import "@openzeppelin/contracts/token/ERC20/ERC20.sol";

contract MtechToken is ERC20 {
constructor () ERC20( "MtechToken" , "MTK"){

_mint ( msg. sender , 1000*10** 18);
}

}

ERC-20 example

ERC-20 Contract Walk-Through
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Fungible vs. Non-Fungible Tokens (NFT)

Example: Creating a new ERC-721 token

UsingOpen Zeppelincontracts

// SPDX-License-Identifier: GPL-3.0
pragma solidity � 0.8.0 ;

import "@openzeppelin/contracts/token/ERC721/ERC721.sol";

contract MtechNFT is ERC721 {
constructor () ERC721( "MtechNFT", "MNFT") { }

}
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Fungible vs. Non-Fungible Tokens (NFT)

Example: Creating a new ERC-721 token

// SPDX-License-Identifier: GPL-3.0
pragma solidity � 0.8.0 ;
import "@openzeppelin/contracts/token/ERC721/ERC721.sol";
import "@openzeppelin/contracts/token/ERC721/extensions/ERC721URIStorage.sol";
import "@openzeppelin/contracts/utils/Counters.sol";

contract MtechNFTGameItem is ERC721URIStorage {
using Counters for Counters . Counter ;
Counters . Counter private _tokenIds ;
constructor () ERC721( "MtechNFTGameItem", "IMNFT") {}
function awardItem( address player , string memory tokenURI ) public returns ( uint256 ) {

_tokenIds . increment ();
uint256 newItemId = _tokenIds . current ();
_mint ( player , newItemId );
_setTokenURI( newItemId , tokenURI);

return newItemId ;
}

}
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Fungible vs. Non-Fungible Tokens (NFT)

Example: Creating a new ERC-1155 token

UsingOpen Zeppelincontracts

// SPDX-License-Identifier: MIT
pragma solidity � 0.8.0 ;

import "@openzeppelin/contracts/token/ERC1155/ERC1155.sol";
import "@openzeppelin/contracts/access/Ownable.sol";

contract MtechHybridToken is ERC1155 , Ownable {
constructor () ERC1155( "" ) {}
function setURI ( string memory newuri ) public onlyOwner {

_setURI( newuri );
}

}
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Fungible vs. Non-Fungible Tokens (NFT)

OpenZeppelin Code Generator Wizard wizard.openzeppelin.com
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Fungible vs. Non-Fungible Tokens (NFT)

OpenZeppelin Code Generator Wizard wizard.openzeppelin.com
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Fungible vs. Non-Fungible Tokens (NFT)

OpenZeppelin Code Generator Wizard wizard.openzeppelin.com
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Main Non-Fungible Tokens (NFT) Utilization

Summary

1 Cryptography TL;DR; (reminder)

2 DLTs and Blockchains TL;DR; (reminder)

3 Exotic blockchains constructions: Altcoins and Graph-based DLTs

4 Alternative usages of Blockchains and DLTs

5 Fungible vs. Non-Fungible Tokens (NFT)

6 Main Non-Fungible Tokens (NFT) Utilization

7 Limits and Scaling Solution to support NFT developments

8 Conclusion
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Main Non-Fungible Tokens (NFT) Utilization

CryptoKitties www.cryptokitties.co

Project launched in 2017 by Axiom Zen
,! unique Cat-like creatures that can be traded, collected and breed
,! considered as the �rst successful NFT project

#1291720 (Owner: S. Varrette) Gen 5 #1787320 (Owner: S. Varrette) Gen 5 #517952 (Owner: E. Roudeix) Gen 3

Breeded CryptoKitty from above parents:
#2010557 (Owner: S. Varrette) Gen 6
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Main Non-Fungible Tokens (NFT) Utilization

CryptoKitties Technical Details

Set of 512 bits of data
,! genes on 256 bits (color, eyes, tail. . . ), stored in 12 blocks of 4x5-bit codes

X Each 5-bit code represents acattribute associated with the position in the gene (body,
pattern type, eye color, eye type, etc.)

X Each block of 4 codes represents 1 dominant trait, followed by 3 recessive traits.
X Codes are passed from either parent to child, with a low probability of swapping from the 1st

recessive, and a lower probability of swapping from the 2nd or 3rd recessive.
X occasional mutation on a gene

,! other 256 bits with:
X birthdate
X parents identity
X fertility information

Blockchain required [for NFT]
,! allows to certify and track who own a CrytoKitty
,! ensure control and transparency on the game evolution (creation, breeding, selling etc.)

Image generation is done by a separate application not hosted on the blockchain
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Main Non-Fungible Tokens (NFT) Utilization

CryptoKitties Technical Details

struct Kitty {
uint256 genes ;
uint64 birthTime ;
// Minimal Date from which reproduction activities can restart
uint64 cooldownEndBlock ;
// father and mother identity (0 for Gen 0 cryptokitties)
uint32 matronId ;
uint32 sireId ;
// father ID pour pregnant cryptokitties
uint32 siringWithId ;
// Each time a cryptokitty reproduce, the infertility period increases
uint16 cooldownIndex ;
// Generation number
uint16 generation ;

}
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Main Non-Fungible Tokens (NFT) Utilization

CryptoKitties Smart contracts and Transactions

Can be tracked onEtherScan(reference browser of the Main Ethereum blockchain)
,! Ex Auction for buying Cryptokitty #1291720

X Transaction 0x0544[...]504c
X From <mywalletadress> to � CryptoKitties: Sales Auction� Smart Contract
X ERC-721 Token ID 1291720 transfered to<mywalletadress>
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Main Non-Fungible Tokens (NFT) Utilization

CryptoKitties Smart contracts and Transactions

Breeding Transaction0x670b[...]f3a0
,! From <mywalletadress> to � CryptoKitties: Core� Smart Contract
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Arts

NFT and DLT o�ers garanties for online trading of digital asserts
,! fair rules for content creator and artists
,! smart contract de�ne and store who created contents and how the artist will be paid for

future transactions
X decentralized and autonomous process
X same rule forever (Ex: 1% fees goes back to the artist on every reselling)
X certi�cate of authenticity non-falsi�able
X preserve the privacy of the owner

,! open for new features:fractional ownership
Blockchain used to store essential information on a artwork and transactions history

,! digital art creation can be authenticated and copies can be distinguished from original
,! IPFS (Inter Planetary File System) P2P protocol often used to store �les
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Arts

Market place:Artory , Verisart , Codex, Look Lateral , 4ARTechnologies, Seezart
Associating a physical object raise issues:Joconde on Verisart

,! Countermeasures: Value Protocol,Dust Identity and Tagsmart
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Arts

� Everydays: the First 5000 Days:digital artwork created by M. Winkelmannaka Beeple
,! collage of 5427 digital images created by Winkelmann for his Everydays series
,! associated NFT was sold for$69.3 million at Christie's in 2021

X controversy on whether this is really an NFT (cf MakersTokenV2 #40913 )
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Video Games

Axie In�nity : digital pet universe (pokemon like)
,! players battle, raise, and trade fantasy creatures called Axies (ERC-721 tokens)

X special game items: Smooth Love Potions (SLP) ERC-20 token
X governance token (ERC-20): Axie In�nity Shards (AXS)

,! Migration on Ronin Sidechain completed since Sept 2021.
X controversy on security and consensus model on that sidechain. . .
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Video Games: Metaverse over NFT

The Sandbox(Minecraft like)
,! virtual world where players can build, own, and monetize their gaming experiences
,! Platform utility tokens: SAND (ERC-20) and ASSET Game Items (ERC-20)
,! LANDS: virtual NFT (ERC-721) representing parcels of The Sandbox Metaverse

X Sandbox Metaverse is based on a map of 166,464 LANDS (408*408)

Direct competitor: Decentraland(Second-Life like)
,! LAND NFT (ERC-721) (virtual property in the metaverse)
,! specialized utility token: MANA (ERC-20)
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Card Games

Gods Unchained(Magic The gathering / HeartStone like)
,! CARD are NFT (ERC-721), GODS utility token (ERC-20)
,! Migration on Layer 2 blockchain by rollup calledImmutable X in June 2021
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Card Games and Sport

Sorare(Panini like)
,! Fantasy Football: performance of owned cards based on OPTA stats of teh real players
,! Sorare cards are SOR tokens (ERC-721)
,! 150 millionse exchanged in 10 months between Jan-Oct 2021
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Card Games and Sport

Sorare(Panini like)
,! Fantasy Football: performance of owned cards based on OPTA stats of teh real players
,! Sorare cards are SOR tokens (ERC-721)
,! 150 millionse exchanged in 10 months between Jan-Oct 2021

NBA Top Shot NFT (Flow blockchain)
,! �Moment� (dunk, block etc.) licenced by NBA
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Games: Summary
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Main Non-Fungible Tokens (NFT) Utilization

NFT in Fashion and Casino

Cryptokickers: virtual shoes as NFT
CryptoKicks: US pattent by Nike to Tokenize Shoe Ownership on Ethereum
Atized.Run: Virtual horse race
Monkey Bet: Virtual DAO operating a Casino . . .
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Main Non-Fungible Tokens (NFT) Utilization

NFT Market

Cumulated daily NFT sales
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Main Non-Fungible Tokens (NFT) Utilization

NFT Market

Repartition of NFT transaction conducted in 2021
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Main Non-Fungible Tokens (NFT) Utilization

NFT Market Place

Most well-know market place:
,! OpenSea(2017)
,! SuperRare(2018)
,! Rarible (2020)
,! AtomicHub (2021)
,! Binance NFT (2021)
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Main Non-Fungible Tokens (NFT) Utilization

NFT Market Place

Most well-know market place:
,! OpenSea(2017)
,! SuperRare(2018)
,! Rarible (2020)
,! AtomicHub (2021)
,! Binance NFT (2021)

(sorry to insist ;)) Fee comparison, characteristics
market analysis and more:
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Limits and Scaling Solution to support NFT developments

Summary

1 Cryptography TL;DR; (reminder)

2 DLTs and Blockchains TL;DR; (reminder)

3 Exotic blockchains constructions: Altcoins and Graph-based DLTs

4 Alternative usages of Blockchains and DLTs

5 Fungible vs. Non-Fungible Tokens (NFT)

6 Main Non-Fungible Tokens (NFT) Utilization

7 Limits and Scaling Solution to support NFT developments

8 Conclusion
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Limits and Scaling Solution to support NFT developments

Limits on NFT developments

2021: 8 projects out of Top 10 NFT projects relies on Ethereum
Ethereum Gas fees exploded

,! congestion on Ethereum network (Layer 1) implies gas fee increase
X way to motivate miners to treat Ethereum transactions

,! peak values observed in 2017(CryptoKitty), 2018 (ICO) and since 2020 (DeFi, NFT)
X Ex: Ether transfer require 21000 gas units
X 110 Gwei per gas unit: 21 000� 110 Gwei= 2 310 � ETH per transaction ( ' 8e )
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Limits and Scaling Solution to support NFT developments

Limits on NFT developments

Layer 1 Ethereum blockchain capacities limited to 15-25 TPS (Transactions per Second)
,! con�rmation time: ' 6 minutes

NFT market explosion in 2020 lead to a 20� increase in gas fees
,! applied on every NFT exchange (= 1 transaction due to NFT nature)
,! not sustainable if all operations comes with 30-40e of transactions fees

Necessity to �ndscalable blockchains solutions to support NFT market development
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Limits and Scaling Solution to support NFT developments

Blockchain Scaling Technologies: Sharding

on-chain layer 1 solutions bysharding and migration to PoS:Ethereum 2.0 (2023)
,! A sharded blockchain is:

X Scalable: it can process far more transactions than a single node
X Decentralized: it can survive entirely on consumer laptops, with no dependency on

�supernodes� whatsoever
X Secure: an attacker can't target a small part of the system with a small amount of resources;

they can only try to dominate and attack the whole thing
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Limits and Scaling Solution to support NFT developments

Blockchain Scaling Technologies: State Channel

o�-chain solution bystate channels (generalisation of Lightning Network)
,! Part of the blockchain state is locked via multisignature or some sort of smart contract

X opening and closing transactions, typically managed by a Judge
,! Participants update the state amongst themselves, send summary on regular basis
,! Finally, participants submit the state back to the blockchain and close the side channel

X all participants must be online - NOT adpated to NFTs
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Limits and Scaling Solution to support NFT developments

Blockchain Scaling Technologies: SideChain

o�-chain solutions bysidechains
,! Binance Smart Chain
,! Polygon
,! Skale
,! Ronin
,! xDai
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Limits and Scaling Solution to support NFT developments

Blockchain Scaling Technologies: Plasma

Plasmas: secondary blockchain tree (called plasma chains) managed by smart contracts
Interesting application for NFT: Plasma Cash

,! Ex NFT transfer: check validity of transaction transferring token 2 from B to C
X check history of owner changes: parse Sparse Merkle Tree (SMT)
X NULL value (? ) means no ownership change for the current block
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Limits and Scaling Solution to support NFT developments

Blockchain Scaling Technologies: Rollup

o�-chain Layer 2 solutions byrollup
,! delegate part of computation and validation to external aggregators
,! part of the transaction data are stored compressed (enrolled) on the main chain
,! optimistic rollups vs. ZK-rollups
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Many more topics not covered...
,! consider buying / renting at ULCC the supporting books on the lecture topics ;)
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Thank you for your attention...

End of Part III - Questions? https://varrette.gforge.uni.lu
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Lecture Resources (@ UL Learning Center and in all good Libraries)
(click for more details) :
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